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Abstract— Most of the recently proposed steganographic
schemes are based on minimizing an additive distortion function
defined as the sum of embedding costs for individual pixels.
In such an approach, mutual embedding impacts are often
ignored. In this paper, we present an approach that can exploit
the interactions among embedding changes in order to reduce
the risk of detection by steganalysis. It employs a novel strategy,
called clustering modification directions (CMDs), based on
the assumption that when embedding modifications in heavily
textured regions are locally heading toward the same direction,
the steganographic security might be improved. To implement the
strategy, a cover image is decomposed into several subimages,
in which message segments are embedded with well-known
schemes using additive distortion functions. The costs of pixels
are updated dynamically to take mutual embedding impacts
into account. Specifically, when neighboring pixels are changed
toward a positive/negative direction, the cost of the considered
pixel is biased toward the same direction. Experimental results
show that our proposed CMD strategy, incorporated into existing
steganographic schemes, can effectively overcome the challenges
posed by the modern steganalyzers with high-dimensional
features.

Index Terms— Cost adjustment, distortion function,
modification direction, steganalysis, steganography.

I. INTRODUCTION

STEGANOGRAPHY [1]–[3] aims to hide secret messages
into innocuous digital media without drawing suspicion.

It faces challenges posed by modern steganalysis [4]–[11]
which intends to detect the traces of data hiding. Currently,
the most effective steganographic schemes [12]–[22] are based
on minimizing a distortion function [23], [24] correlated with
statistical detectability.
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The distortion function quantifies the effect of modifying
an input cover object to the corresponding output stego
object. A distortion function is considered additive when it is
expressed as a sum of costs, which element-wisely evaluate
the effect of respective embedding modification. Since
near-optimal codes [25]–[27] perform well in minimizing
the additive distortion, the research on additive distortion
functions for spatial image steganography thrived over the
recent years [12], [14]–[22]. The cost of a pixel in HUGO
(highly undetectable stego) [12] is computed as a weighted
sum of differences between feature vectors extracted from
a cover image and their counterparts from a prospective
stego image obtained by changing only the considered pixel.
WOW (wavelet obtained weights) [15] assigns high costs to
pixels which are more predictable by directional filters and low
costs to less predictable pixels. S-UNIWARD (spatial universal
wavelet relative distortion) [18]–[20] has a slightly modified
cost function from WOW. S-UNIWARD and WOW have
similar performance and they outperform HUGO. HILL (high-
pass, low-pass, and low-pass) [21] further improves the cost
function of WOW by using one high-pass filter and two low-
pass filters. It follows the spreading rule [22] to make
the embedding changes concentrated in textured areas, and
performs better than WOW and S-UNIWARD.

The distortion introduced by data embedding is
non-additive in essence, since there are inter-pixel correlations
and interactions among embedding changes. Due to the fact
that modern steganalysis has already exploited these facts by
extracting features from high-order co-occurrence matrices, it
is beneficial for steganography to follow. However, applying a
non-additive function in steganography is more challenging as
there are no practical codes capable of minimizing an arbitrary
distortion function. Approximating the non-additive distortion
function in an additive form is a good solution to balance the
simplicity and effectiveness. Filler and Fridrich have made
the first attempt by using the Gibbs construction [13], where
three key techniques have been applied. Firstly, the distortion
function is expressed as a sum of the local potentials (which
can be regarded as a kind of costs) defined on cliques (a small
group of pixels). In this way, practical codes for minimizing
additive distortion can be applied. Secondly, an image is
decomposed into several sub-lattices, where pixels within
the same sub-lattice are separated by a distance larger than
the support width of the potential function. Cost assignment
and data embedding are performed in each sub-lattice
sequentially. After embedding for a sub-lattice, the costs of
pixels in the remaining sub-lattices are updated. In this way,
the interactions among embedding changes have been taken
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into consideration. A sweep denotes a single pass over all of
the sub-lattices. Hence, thirdly, by repeating the embedding
sweeps several times with a Gibbs sampler, it is hoped that the
introduced embedding pattern will converge to a sample from
optimal embedding. A practical implementation following
this construction, is known as HUGO-BD (HUGO-bounding
distortion) [28], and was originally proposed in [13]. It uses
a distortion function expressed as an upper bound of the
norm of the difference between feature vectors resulting
from the HUGO-like procedure. HUGO-BD is better than
its additive counterpart, HUGO, but it cannot outperform
the recently proposed schemes with additive distortion
functions [15], [18], [21]. It is also unclear how to adjust the
existing additive schemes so that Gibbs construction could be
applicable on them.

In this paper, we exploit embedding impacts to improve the
performance of statistical undetectability for steganography.
The major contribution is that we develop a new strategy,
called clustering modification directions (CMD), which
follows the clustering rule in our previous work [22] and can
enhance the empirical steganographic security. We present a
practical steganographic algorithm that assigns costs according
to such a strategy and is easily applicable to the recently
proposed additive schemes [15], [18], [21]. Specifically, we
decompose a cover image into several sub-images. Distortion
within a sub-image is defined in an additive form so that
the existing practical steganographic codes [25]–[27] can be
directly employed. The costs of pixels are firstly initialized by
additive steganographic schemes such as [15], [18], and [21],
and then are adjusted according to the modification directions
of their neighboring pixels in the sub-images in which the data
have been embedded. We intentionally differentiate the cost of
increasing a pixel value and that of decreasing a pixel value
so that the modifications would be locally oriented towards
the same direction. Non-additivity is implicitly introduced
into the overall distortion because the costs are dynamically
updated. Experimental results show that although the proposed
CMD strategy slightly increases the change rate (defined as the
ratio of the modified pixels over the total number of pixels),
it achieves better statistical undetectability against the state-
of-the-art steganalyzers [7], [10], [11].

The rest of this paper is organized as follows. In Section II,
we present the CMD strategy and show its effectiveness
in improving steganographic security by a simulation.
We give the algorithm that can implement the CMD strategy
in Section III. To demonstrate the effectiveness of the
proposed algorithm, we report extensive experimental results
in Section IV, where the impacts of different parameters
are shown, and the schemes incorporated with the proposed
CMD strategy are compared to the state-of-the-art schemes,
including HILL, S-UNIWARD, HUGO, and HUGO-BD.
Finally, we conclude the paper in Section V.

II. CLUSTERING MODIFICATION DIRECTIONS

AND STEGANOGRAPHIC SECURITY

In this section, three effective rules for assigning costs
in additive distortion functions are revisited. The proposed

strategy, called clustering modification directions, is derived
from one of the rules. The effectiveness of the strategy is
tested in a simulation.

A. Revisiting the Rules in Cost Assignment

In our previous work [22], we have conceptually separated
the cost assignment process into two phases. The first phase
is to sort image elements according to their priorities. For
effective priority ranking, three rules have been summarized:
the complexity-first rule, the spreading rule, and the clustering
rule. Following these rules, high priorities should be assigned
to unpredictable pixels and their neighbourhoods, and embed-
ding modifications should be clustered. The second phase is
to assign costs according to a given distribution.

Since the two-phase cost assignment process is designed
for additive distortion functions, it may not be immediately
applicable in a non-additive case. Nevertheless, we note
that the three rules may still be useful in the non-additive
scenario. For instance, clustering embedding modifications in
the neighborhood of unpredictable pixels should be beneficial
to enhance the security of non-additive steganography as well.
In fact, guiding the embedding modifications towards being
clustered implicitly exploits the embedding impacts, and thus
it will also be helpful in the non-additive case. We further
investigate a special case of the clustering rule in the following.

B. The Strategy of Clustering Modification Directions

We have previously reported that under the same change
rate, statistical undetectability can be improved by clustering
the locations of embedding in local textured regions [22].
In this work, we further conjecture that not only the locations
of embedding modifications, but also the directions of
embedding modifications should be clustered to improve the
undetectability performance. It can be regarded as a derivative
strategy from the clustering rule, and we abbreviate it as
CMD (clustering modification directions). Here the direction
means the choice of positively or negatively changing the
intensity of a pixel. For embedding schemes other than LSB
(least significant bit) replacement, such as LSB matching
(binary embedding), ternary embedding (±1), and pentary
embedding (both ±2 and ±1), we may have freedom to guide
the directions by properly assigning costs. We discuss the
ternary embedding case in this paper, where the magnitude
of the change is limited to 1. For embedding schemes with
larger magnitudes (e.g., pentary embedding), the allocation
of different modification magnitudes is another issue that we
intend to investigate in the future.

From the perspective of steganalysis, effective steganalytic
schemes often detect the traces of data embedding by cap-
turing the fluctuations, which act as high-frequency noise in
an image. When embedding modifications are clustered and
locally heading towards the same directions, the changes may
act as low-frequency noise, which is blended into the image
signal and may not deviate steganalytic statistics. Therefore,
the CMD strategy may be effective in resisting steganalysis.

To verify whether the conjecture is reasonable, we perform
a simulation as follows. Firstly, a number of 10,000 gray-scale
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Fig. 1. Illustration of different noise patterns. The mark “+” stands for
increasing the pixel value by one, and the mark “−” for decreasing by one.
(a) Noise pattern A. (b) Noise pattern B. (c) Noise pattern C. (d) Noise
pattern D.

images of size 512 × 512 pixels from BOSSBase
ver 1.01 image database [29] are used as cover images.
The images are divided into non-overlapping blocks of
size 8 × 16. Then, a noise pattern is added to each image
block to simulate the effect of data embedding. Four kinds
of noise patterns are used, as illustrated in Fig. 1. Next,
we compute the 686-dimensional SPAM (subtractive pixel
adjacency matrix) steganalytic feature vector [5] for each
image. The MMD (maximum mean discrepancy) [30], which
quantifies the distance between the feature set of cover
images and that of stego images, is computed for each
noise pattern. Finally, we use the steganalyzer equipped
with the 34,671-dimensional SRM (spatial rich model)
features [7] and the ensemble classifiers [31] to evaluate the
performance of each noise pattern on resisting steganalysis.
A number of 5,000 randomly selected cover images and their
corresponding stego counterparts are used for training. The
remaining images are used for testing. The average value of
the false positive rate and the false negative rate is computed
as the classification error. The presence of a lower MMD or a
higher classification error indicates a higher level of security.

It can be observed from Fig. 1 that the modification
locations of Pattern A are more scattered than those of
other three patterns, and the clustering effects of modification
directions are increased from Pattern B to Pattern D. The
obtained MMD values and the SRM evaluated classification

TABLE I

THE MMD AND THE STEGANALYTIC PERFORMANCE

FOR FOUR NOISE PATTERNS

errors are shown in Table I. The results show that Pattern A
has the highest MMD value and the lowest classification error,
while Pattern D has the lowest MMD value and the highest
classification error. The evaluation results indicate that both
the locations and the directions of the modifications have
impacts on steganographic security. Therefore, it is reasonable
to expect that the CMD strategy could be helpful to enhance
steganographic security.

III. EMPLOYMENT OF THE CMD STRATEGY

In this section, we first clarify our methodology for
designing steganography to implement the CMD strategy.
Then we present a novel steganographic algorithm that adopts
the CMD strategy by updating the costs. Next, we give
an example to visualize its effect on embedding changes.
Finally, we discuss the implementation details of the proposed
algorithm and relevant parameters.

A. Methodology

It has been shown in Section II that when modification
directions are more clustered, it is more difficult for
steganalysis to reveal the traces of data embedding. In order
to cluster modification directions, mutual embedding impacts
should be considered. The following principles may be helpful
in cost assignment to consider mutual embedding impacts:

1) It is not necessary to assign costs simultaneously.
2) Increasing a pixel value and decreasing a pixel value do

not necessarily have the same cost.
These two principles were previously used to design

HUGO [12] with additive distortion. In order to implement
a steganographic scheme that not only follows the above
principles, but also applies the CMD strategy, together
with the fact that only steganographic codes for additive
distortion are available, we propose the following solution.
We first decompose the cover image into several portions, and
accordingly divide the message data into several segments.
The first segment of the message data is embedded into the
first portion of the image. Next, the costs of the pixels in other
portions of the image are updated according to the pixels
that have already been modified. We can break the balance
of the probability of increasing a pixel value and that of
decreasing a pixel value via setting different costs for positive
and negative changes. The remaining message data segments
are sequentially embedded into the remaining portions of the
image with the successively updated costs in sequence. In this
way, any existing additive steganographic scheme [15], [17],
[18], [20], [21] can be applied in data embedding for each



1908 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 10, NO. 9, SEPTEMBER 2015

Fig. 2. Flowchart of the proposed solution to incorporate the CMD strategy.

image portion. We show the processing flow of the proposed
solution in Fig. 2. Note that the most important stage is to
update the costs in order to implement the CMD strategy.
A practical steganographic algorithm that can follow such
design methodology is described in the next subsection.

B. The Proposed CMD Algorithm

We use the upper case bold face typeset for a matrix,
and the lower case for its element, i.e., C = (ci, j )

n1×n2 ,
where n1 and n2 are the dimensions. We use X and Y
∈ {0, · · · , 255}n1×n2 respectively to denote an 8-bit gray-scale
cover image and its stego version. We consider the ternary
embedding case, where yi, j ∈ Ii, j = {min(xi, j + 1, 255),
xi, j , max(xi, j − 1, 0)}. The cost of a pixel at location
(i, j) is a triplet, i.e., ρi, j = (ρ+

i, j , ρ
0
i, j , ρ

−
i, j ), where

ρ+
i, j is the cost of increasing the pixel by one, ρ−

i, j is
the cost of decreasing the pixel by one, and ρ0

i, j is the

cost of not changing. We assume that ∀i, j , ρ0
i, j = 0,

hence if there is no modification, there is no distortion.
For convenience, we use the symbols ρ+ = (ρ+

i, j )
n1×n2

and ρ− = (ρ−
i, j )

n1×n2 respectively to denote a matrix

Fig. 3. An example of the division of an image into four disjoint sub-images.
In a 2 × 2 sub-block of the sample image, the four elements are assigned to
different sub-images. (a) A sample image of size 6 × 6 pixels. (b) Four sub-
images.

representation of the corresponding costs. The detailed steps
of the proposed algorithm are as follows.

1) Decompose the cover image into L1 × L2 disjoint sub-
images, where L1, L2 ≥ 1. The index set of the pixels
of a sub-image can be represented by

Sa,b = {(i, j)|i = a + ka L1, j = b + kb L2,

a ∈ {1, · · · , L1}, ka ∈ {0, 1, · · · , � n1

L1
� − 1},

b ∈ {1, · · · , L2}, kb ∈ {0, 1, · · · , � n2

L2
� − 1}},

(1)

where �·� denotes the floor operator. Note that the
decomposition corresponds to dividing the image into
non-overlapping sub-blocks of size L1 × L2, and the
elements within each sub-block are from different
sub-images. An example division of an image of size
6 × 6 pixels with L1 = L2 = 2 is shown in Fig. 3 (a).
The image pixels x1,1, x1,3, x1,5, x3,1, x3,5, x3,5, x5,1,
x5,3, and x5,5 form the sub-image S1,1, and the image
pixels x1,2, x1,4, x1,6, x3,2, x3,4, x3,6, x5,2, x5,4, and x5,6
form the sub-image S1,2, and so on, as shown
in Fig. 3 (b).

2) Given a piece of data payload of m bits, equally divide
it into L1 · L2 segments of length m/(L1 · L2) bits.
Alternatively, we can choose to use segments with
variable length.

3) Choose an embedding order for the sub-images.
For convenience, we denote the sub-images by St ,
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Fig. 4. Illustration of the embedding order. (a) An example embedding order
for the four sub-images with horizontal zig-zag scan. (b) The embedding order
in each sub-block of the sample image.

t ∈ {1, 2, · · · , L1 · L2}, where the index t specifies
the order. As illustrated in Fig. 4 (a), assume we use
a horizontal zig-zag order as the embedding order for
the example image in Fig. 3 (a). Note that the elements
in each sub-block are embedded in the same embedding
order, as shown in Fig. 4 (b).

4) Start with t = 1. Initialize the stego image Y = X.
5) Compute the difference image between Y and X,

i.e., D = Y − X = (di, j )
n1×n2 .

6) Compute the initial costs of the image Y by adopting
the cost assignment process from one of the existing
additive steganographic schemes, such as WOW [15],
S-UNIWARD [18], and HILL [21]. For example, by
applying the cost assignment process in HILL, the initial
costs are computed by

(ci, j )
n1×n2 = C = 1

|Y ⊗ H| ⊗ P1
⊗ P2. (2)

In the above equation, H is a 3 × 3 KB (Ker–Böhme)
high-pass filter [32], [33], P1 and P2 are respectively
3×3 and 15×15 average low-pass filters, and ⊗ stands
for the operation of mirror-padded convolution. The
operation |A| stands for taking the absolute value for
each element in a matrix A, and 1

A for taking the recip-
rocal for each element. The initial costs will roughly
determine where the embedding changes will be made
in the image. We call this step cost initialization.

Fig. 5. The four-neighborhood Ni, j of the pixel at location (i, j).

7) If t = 1, set ρ+ = ρ− = C. Otherwise, update the costs
according to D. Specifically, we use

ρ+
i, j =

⎧
⎪⎨

⎪⎩

ci, j /α, if
∑

(i ′, j ′)∈Ni, j
δ(di ′, j ′ − 1)

>
∑

(i ′, j ′)∈Ni, j
δ(di ′, j ′ + 1),

ci, j , otherwise,

(3)

and

ρ−
i, j =

⎧
⎪⎨

⎪⎩

ci, j /α, if
∑

(i ′, j ′)∈Ni, j
δ(di ′, j ′ − 1)

<
∑

(i ′, j ′)∈Ni, j
δ(di ′, j ′ + 1),

ci, j , otherwise,

(4)

where α is a scaling factor, Ni, j is the four-
neighborhood of the pixel (i, j), as illustrated in Fig. 5,
and δ(z) is an indicator function defined as

δ(z) =
{

1, z = 0,

0, z 	= 0.
(5)

In this way, when more neighborhood pixels are changed
in the positive/negative direction, the current pixel will
have a lower cost in the same direction. When the pixel
is on the image boundary, we use the available pixels in
the four-neighborhood. To deal with the saturated pixels,
we set ρ+

i, j = w if xi, j = 255, and ρ−
i, j = w if xi, j = 0,

where w is an extremely large number (e.g., 1010)
named wet cost [24]. We call this step cost updating.
Take the image from Fig. 3 and the embedding order
from Fig. 4 (a) as an example. Suppose the pixels
in S1, S2, and S3 have already been embedded data, and
it is S4’s turn. The difference image D and the initial
cost C are obtained as illustrated in Fig. 6, and suppose
we use α = 9. It can be observed that there are more
positive than negative changes in the four-neighborhood
of x2,1 and x2,5, therefore, the corresponding costs
ρ+

2,1 and ρ+
2,5 are set as c2,1/9 and c2,5/9, respectively.

Similarly, since there are more negative than positive
changes in the four-neighborhood of x4,3 and x6,5,
the corresponding costs ρ−

4,3 and ρ−
6,5 are set as

c4,3/9 and c6,5/9, respectively. In this way, the cost
matrices ρ+ and ρ− are updated towards clustering the
same modification directions.

8) Embed a segment of data to obtain yi, j with
ρi, j = (ρ+

i, j , ρ
0
i, j , ρ

−
i, j ), where (i, j) ∈ St . The optimal

embedding simulator [24], or practical steganographic
codes for minimizing the additive distortion, such as the
STC (syndrome-trellis code) [27], can be applied for
data embedding.
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Fig. 6. An example of the process of updating costs in ρ+ and ρ− according
to the difference image D and the initial cost matrix C.

9) Increase t by one. If t < L1 · L2, go back to Step 5.
Otherwise, terminate the process and output Y as the
stego image.

Since the core idea of the proposed algorithm is to
implement the CMD strategy, we call our algorithm the
CMD algorithm. When applying the existing additive scheme,
i.e., WOW, S-UNIWARD, and HILL, for initial costs, we
abbreviate the entire steganographic scheme as WOW-CMD,
S-UNIWARD-CMD, and HILL-CMD, respectively.

C. Visualizing Embedding Changes

To verify whether the proposed algorithm can effectively
cluster modification directions, we give an example to
visualize the embedding changes. A sample cover image of
size 128 × 128 pixels, containing smooth regions, edges, and
textured regions, as shown in Fig. 7(a), is cropped from the
full-size image “1013.pgm”, which is from the BOSSBase
ver 1.01 image database [29], as shown in Fig. 7(b).
We embed data with an embedding rate of 0.4 bits per
pixel by using HILL, S-UNIWARD, and their corresponding
CMD-based counterparts. The parameter α for the CMD
algorithm is set to 9, and the horizontal zig-zag embedding
order is used. We show the difference images between the
cover and the stego in Fig. 7(c) to 7(f), and highlight some
selected parts with rectangles.

All embedding schemes make more changes in the textured
regions than in the smooth regions. The number of changes
is higher in Fig. 7(d) and 7(e) than in 7(c). Similarly,
the number of changes is higher in Fig. 7(g) and 7(h) than
in 7(f). It indicates that the CMD algorithm maintains the
content-adaptivity, but leads to an increasing change rate.

In the highlighted parts of Fig. 7(c) and 7(f), there are some
scattered embedding changes, which means the neighbors of
the changed pixels are not modified, or their modifications are
heading towards different directions. The number of scattered
embedding changes are fundamentally reduced in the corre-
sponding highlighted parts in Fig. 7(d), 7(e), 7(g), and 7(h).
The modifications are usually consecutive and locally heading
towards the same direction in the CMD-based schemes,
indicating the proposed algorithm is effective.

D. Discussions

The costs of the elements in sub-images St (t ∈ {2, 3, · · · ,
L1 · L2}) have been dynamically adjusted due to two factors.
The first factor is that as shown in (2), the initial costs are
computed by using the stego image in which the sub-images
Sk (k ∈ {1, · · · , t −1}) have been modified. The second factor
is that the costs of sub-images St (t ∈ {2, 3, · · · , L1 · L2})
are updated according to (3) and (4), which are affected by
the modification directions of the elements in the previously
embedded sub-images Sk (k ∈ {1, · · · , t − 1}). As a conse-
quence, the embedding impacts have been considered in the
algorithm and both the locations and the directions of the
embedding modifications will be clustered.

With the dynamic cost updating process, it may not
be easy for an adversary to estimate the accurate costs
from the stego image, which may be exploited by adaptive
steganalysis [10], [11]. It may also be difficult for an adversary
to recover the embedding changes without a cover image, since
no reversible clue can be found in the stego image.

In our proposed algorithm, there are some parameters that
can be adjusted. Firstly, the number of sub-images is deter-
mined by the parameters L1 and L2. In practice, we often use
L1 = L2 = L, where L is called the dimension parameter.
When L = 1, the CMD strategy is disabled. The complexity
of the proposed algorithm will exponentially grow with L,
since the cost updating process will run for L2 − 1 times.
As shown in Section IV-C, the dimension parameters (L > 1)
have a slight impact on the strength of clustering modification
directions and the change rate. Secondly, the embedding order
of the sub-images may have an impact on the modification
clustering, and thus on the steganographic security. A rule
of thumb is that the embedding order should be horizontally
or vertically connected. In this way, we can better exploit
the embedding impacts in the four-neighborhood during the
cost updating process. We may have the scanning order of
row-by-row, zig-zag, Hilbert scan [34], etc. To resist possible
targeted attacks on the embedding order, we can randomize
the order for different images. For example, when L = 2, we
can randomly select one of the eight zig-zag orders in Fig. 8
for each image. Thirdly, the scaling factor α will control the
tradeoff between the change rate and the strength of clustering
modification direction. For α > 1, ρ+

i, j and ρ−
i, j differ by

a factor of α. The probabilities of positively and negatively
changing pixel values are different. Compared to the case when
ρ+

i, j = ρ−
i, j , where the probabilities are the same, the entropy

for the uncertainty in the first case is lower than that in the
second case. Consequently the change rate of the first case
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Fig. 7. Embedding changes for a sample cover image (a), cropped from a full-size image (b). (c) to (h) are the difference images between the cover and
the stego; white pixels represent positive changes; dark pixels represent negative changes. Note that in the highlighted regions of figures, HILL-CMD
and S-UNIWARD-CMD result in more clustered changes as well as concentrated modification directions. Due to possibly low printing resolution, readers
are encouraged to zoom in the figures on a computer screen for better clarity.

Fig. 8. Different zig-zag embedding orders for sub-images with L = 2.

will be higher. When we set α = 1, the costs are directly
assigned according to the initial costs, and the CMD strategy
is disabled. It is similar to the Gibbs construction [13] with
only one sweep. As a result, both the change rate and the
effect of clustering modification directions are controlled by

the scaling factor α. The best α to resist steganalysis can be
determined experimentally as shown in Section IV-C.

Both the proposed CMD algorithm and the
Gibbs construction [13] share some common procedures. For
example, they both require to divide the image into sub-images
(or sub-lattices), and update the costs (or local potentials)
according to previous sub-images. However, there are also
several important differences. Firstly, the embedding sweeps
are repeated several times in the Gibbs construction to make
the embedding pattern converge. In the proposed algorithm,
each sub-image only needs to be processed once. This
difference makes the proposed algorithm run faster. Secondly,
the division into sub-lattices in the Gibbs construction
aims to guarantee the independence of embedding changes
between sub-lattices. It might be better to use a large
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Fig. 9. Two example of embedding orders for sub-images with L = 2.
(a) Crossing. (b) Horizontal zig-zag.

number of sub-lattices. The division into sub-images in the
proposed algorithm aims to cluster modification directions.
The number of sub-images may be as small as four when
we use L = 2. Thirdly, the proposed algorithm does not
start with a non-additive distortion function so that the
optimality of the proposed approach cannot be proved as
in the Gibbs construction. Instead, non-additive distortion is
implicitly introduced by the adjustment of costs during the
cost updating process, where clustered modification directions
are considered as having lower distortion.

IV. EXPERIMENTAL EVALUATION

We evaluate the performance of the proposed algorithm with
various configurations, including using different embedding
orders, dimension parameters, scaling factors, and image data
sets. We also assess the impact of using various initial cost
assignment schemes and using non-uniform payload allocation
rates in sub-images.

A. General Setup

All experiments except the one described in Section IV-I
are conducted on BOSSBase ver 1.01 image database [29].
This set contains 10,000 gray-scale images of size
512 × 512 pixels, and is widely used as the standard evalu-
ation set by the research community of steganography and
steganalysis. We use the optimal embedding simulator [24]
by default, and the STC (syndrome-trellis code) [27] in
Section IV-F. Unless stated otherwise, the performance is
evaluated by the steganalyzer using the 34,671-dimensional
SRM feature set [7] with the ensemble classifiers [31],
where Fisher linear discriminants are used as base learners.
In Section IV-C and IV-G, we also use two kinds of adap-
tive steganalyzers, the tSRM [10] and the maxSRMd2 [11],
for evaluation. A number of 5,000 randomly selected cover
images and their stego counterparts are used for training, and
the remaining 5,000 image pairs are used for testing. The
testing classification error is computed as the mean value of
the false positive rate and the false negative rate, averaged
over 10 random splits of the data set. Except for Section IV-E,
the embedding payload rate is 0.4 bpp (bit per pixel).

B. Impact of the Embedding Order

With the HILL-CMD scheme, we try three kinds of embed-
ding orders, i.e., crossing, horizontal zig-zag, and randomized
zig-zag, for L = 2, as illustrated in Fig. 8 and 9, and two kinds
of embedding orders, i.e., row-by-row and horizontal zig-zag,
for L = 4, as illustrated in Fig. 10. For the randomized zig-zag

Fig. 10. Two example of embedding orders for sub-images with L = 4.
(a) Row-by-row. (b) Horizontal zig-zag.

embedding order, we randomly select one of the eight embed-
ding orders in Fig. 8 for each image. The original scheme
HILL is included for comparison. The classification errors and
the change rates are reported in Table II. It can be observed
that a low change rate cannot ensure a high classification
error. The zig-zag order is more effective than its counterparts
(crossing or row-by-row). In order to explain why, we define
an evaluation metric, called FCC (frequency of consecutive
changes), to compute the average frequency of occurrences
in the row/column direction for consecutive positive/negative
changes. The n-th order FCC, denoted by F(n), is obtained by

F(n)= 1

4

(
H (n, 1) + H (n,−1) + V (n, 1) + V (n,−1)

)
, (6)

where

H (n, k) =

n1∑

i=1

n2−n+1∑

j=1

(
δ(di, j − k) · · · δ(di, j+n − k)

)

n1(n2 − n + 1)
, (7)

V (n, k) =

n1−n+1∑

i=1

n2∑

j=1

(
δ(di, j − k) · · · δ(di+n, j − k)

)

(n1 − n + 1)n2
, (8)

and δ(z) is defined in (5). The higher the strength of clustering
modification directions, the higher the FCC. We measure the
second to the fourth order FCC for each image. In Table II, we
report the average FCC over the whole stego image set. It can
be observed that the horizontal zig-zag order has a higher
value of average FCC than its counterparts. In the following
experiments we use the horizontal zig-zag order by default.
It should be noted that a high FCC does not necessarily lead
to high steganographic security. Other factors, including the
change rate and the dimension parameter, may also affect the
performance, as shown in the following subsections.

C. Impact of the Dimension Parameter and the Scaling Factor

The number of the sub-images is determined by the
dimension parameter L. We considered L = 2, 4, and 8. For
each L, we also vary the scaling factor α, and the resulting
steganalytic performance is shown in Fig. 11 for HILL-CMD.
It can be observed that the best scaling factor does not change
significantly for different L. The best performance is achieved
when L = 2 with α = 9.

In Fig. 12 we show the relation between the change rate
and the scaling factor. It is clear that no matter what L is,
the change rate increases along with α. For the same α,
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TABLE II

THE PERFORMANCE WITH DIFFERENT EMBEDDING ORDERS FOR SUB-IMAGES

Fig. 11. Steganalytic performance (SRM) for HILL-CMD with different
dimension parameters and scaling factors.

Fig. 12. Change rate for HILL-CMD with different dimension parameters
and scaling factors.

Fig. 13. FCC (2nd order) for HILL-CMD with different dimension
parameters and scaling factors.

a smaller L leads to a lower change rate. In Fig. 13, we show
the relation between the second order FCC and the scaling
factor. It is easy to understand that the larger the scaling factor,
the higher the FCC. For the same α, a larger L leads to a
higher FCC.

Fig. 14. Steganalytic performance (SRM, tSRM, and maxSRMd2) for
HILL-CMD (L = 2) with different scaling factors.

Combining the results from Fig. 11 to Fig. 13, we may
conclude that the steganographic security is not only related
to the change rate, but also has a close relation to how the
image is modified, e.g., whether the modification directions
are clustered. The tradeoff between the change rate and the
strength of clustering modification directions can be adjusted
by tuning the scaling factor α in the proposed algorithm.

As discussed in Section III-D, the computational complexity
of the proposed algorithm increases with L. We compare
the execution time of the steganographic schemes with and
without the CMD strategy in Table IV. The results are
obtained by averaging the time needed to generate 100 stego
images with a Matlab implementation on a computer with
Intel i7-3770 CPU and 32GB RAM. It can be observed that
the implementation by adopting the CMD strategy with a
small dimension parameter does not take much time. We may
use L = 2 for computational simplicity, and a larger L for
ensuring enough randomization to resist possible variants of
the selection-channel based attacks [10], [11].

When L = 2 is used, we vary α and test the performance
with respect to three different steganalyzers including SRM,
tSRM, and maxSRMd2. We use the initial cost of HILL to
estimate the cost of HILL-CMD in the selection-channel-
aware steganalytic schemes. The parameter p is set as 0.35
in tSRM and the embedding rate is assumed to be known in
maxSRMd2. It can be observed from the results in Fig. 14
that the best α is distributed from 7 to 11. As a result, we use
a combination of parameters with L = 2 and α = 9 in the
following experiments as default.

D. Impact of the Initial Cost Assignment Scheme

To verify whether the proposed algorithm can
be generalizable to other additive schemes, we test
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TABLE III

THE PERFORMANCE OF S-UNIWARD-CMD AND WOW-CMD

WITH DIFFERENT PARAMETERS

TABLE IV

THE AVERAGE EXECUTION TIME FOR AN IMAGE WITH

SIZE 512 × 512 PIXELS BY USING A COMPUTER

WITH INTEL i7-3770 AND 32GB RAM

S-UNIWARD-CMD and WOW-CMD. We use four different
parameter combinations for S-UNIWARD-CMD and
WOW-CMD, respectively. When obtaining the initial cost
of S-UNIWARD, the parameter is set to σ = 1 according
to [20]. The results for the payload rate of 0.4 bpp are reported
in Table III, which shows that under the same L, the scheme
with a cost updating process (α = 9) leads to a higher change
rate but a lower classification error than its counterpart without
the updating process (α = 1). It confirms that applying the
proposed algorithm is beneficial to steganographic security.
We observe that although both S-UNIWARD-CMD and
WOW-CMD work well, they are inferior to HILL-CMD with
L = 2 and α = 9, which achieves a high classification error
of 0.3002 as shown in Table II. The results clearly show the
choice of the initial cost assignment schemes has a major
impact on the performance of the CMD-based schemes.

E. Comparison to State-of-the-Art Methods

We compare the schemes HILL-CMD and
S-UNIWARD-CMD with some currently popular methods,
including HILL, S-UNIWARD, HUGO, and HUGO-BD
(Gibbs construction). In HUGO, we use the parameter
T = 255 with the model correction strategy [12]. It is the
only binary embedding scheme that we used for comparison.
In HUGO-BD, we use two Gibbs sweeps as recommended
by [13] and employ the ternary embedding. Six different
payload rates, ranging from 0.05 to 0.5 bpp, are used. The
results are demonstrated in Fig. 15. We can observe that

Fig. 15. Steganalytic performance (SRM) for different steganographic
schemes with the optimal embedding simulator.

Fig. 16. Steganalytic performance (SRM) for different steganographic
schemes with the STC.

the CMD-based schemes have a higher level of statistical
undetectability.

F. Performance With the STC

We employ the STC [27] instead of the optimal embed-
ding simulator for HILL, S-UNIWARD, HILL-CMD, and
S-UNIWARD-CMD. The performance is reported in Fig. 16.
Compared to the results in Fig. 15, the performance with
a practical steganographic code is just slightly inferior to
the optimal embedding simulator. The CMD-based schemes
consistently perform better than their counterparts.

G. Performance for Adaptive Steganalysis

Two adaptive steganalytic schemes, tSRM [10] and
maxSRMd2 [11], are effective in detecting the traces of spatial
steganography. In these steganalyzers, the selection channel of
the targeted steganography is estimated by estimating the costs
from the stego image. We use the initial cost of HILL and that
of S-UNIWARD to estimate the cost of HILL-CMD and that of
S-UNIWARD-CMD, respectively. It might seem unfair to test
the CMD-based schemes with inaccurate costs; but in fact it is
a reasonable strategy given the uncertainty of the cost updating
step which is unknown to an adversary. The parameter p is
set as 0.35 in tSRM as recommended by its authors and the
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TABLE V

THE PERFORMANCE FOR DIFFERENT PAYLOAD ALLOCATION RATES IN EACH SUB-IMAGE WHEN L = 2

Fig. 17. Steganalytic performance (tSRM) for different steganographic
schemes with the optimal embedding simulator.

Fig. 18. Steganalytic performance (maxSRMd2) for different steganographic
schemes with the optimal embedding simulator.

embedding rate is assumed to be known in maxSRMd2. The
results are shown in Fig. 17 and Fig. 18. We can observe
that for different payload rates, the non-additive schemes
with the CMD strategy always have an advantage over their
additive counterparts. We note that for high payload rates,
tSRM performs worse than SRM for S-UNIWARD-CMD.
We attribute this phenomenon to the mismatch of the selection-
channel by using the constant parameter p in tSRM.

H. Performance With Non-Uniform Payload Allocation

In the default setting of the proposed algorithm, each
sub-image carries equal amount of payload. Since the costs
are updated sequentially for S2, · · · ,SL2 , the distribution
of costs as well as the change rate is different for each
sub-image. Take L = 2 for example. There are four
sub-images, S1,S2,S3, and S4, each carrying 25% of the

total payload. The respective change rate in each sub-image
(averaged from the 10,000 images in the BOSSBase set) is
shown in Table V. It can be observed that the change rate
monotonously increases for successive sub-images. It should
be noted that although the last sub-image S4 may have
the largest change rate, it is still difficult for an adversary
to find the traces of embedding from the difference in the
change rate. The reason is two-fold. Firstly, due to the
CMD strategy, the embedding changes are locally heading
towards the same direction. It may be difficult to identify
whether the pixels have been modified. Secondly, it may be
difficult for an adversary to obtain an accurate estimation of
the cover and thus an accurate estimation of the change rate.

Just in case of an attack on the monotonously increasing
change rates in sub-images, we can assign unequal amount of
payload to sub-images. To this end, the first few sub-images
may need to carry more payload than the last few sub-images
in order to make the change rate more balanced. Note that for
the purpose of achieving equal change rates in sub-images, the
allocated payload should vary for each image and the receiver
may need such side-information for message extraction.
Instead, we can use constant non-uniform payload allocation.
We have tried three kinds of constant non-uniform payload
allocation schemes for L = 2 and the results are reported
in Table V. It can be observed that compared to the case of
uniform payload allocation, the variations in the change rate in
the sub-images have been reduced; however, the overall change
rate for the whole image has increased. A slight performance
drop in steganalytic classification error can also be observed.
As long as there is no successful attack for change rate
estimation, we expect it is safe to allocate payload uniformly.

I. Performance on Another Image Set

In order to investigate whether the performance of
the CMD-based scheme is over-optimized to the standard
BOSSBase image database, we conduct additional experi-
ments on another never-compressed image set. A total number
of 8,000 images are in this set, originating from various
sources, as described in Table VI. We believe the large variety
of image sources will help to evaluate the performance more
reasonably. The full-resolution color images in the set were
firstly converted to gray-scale images, and then resized with
bicubic interpolation so that the smaller side is 768 pixels,
and finally cropped to 768 × 768 pixels. We call such a set as
MRNC (Mixed Resized Never-Compressed) database.

We respectively use HILL-CMD and CMD with the optimal
simulator for embedding, and use SRM and maxSRMd2
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TABLE VI

THE COMPOSITION OF THE MRNC IMAGE SET

Fig. 19. Steganalytic performance (SRM and maxSRMd2) on the
MRNC image set for different steganographic schemes with the optimal
embedding simulator.

for detection. A number of 5,000 randomly selected cover
images and their stego counterparts are used for training,
while the remaining 3,000 image pairs are used for testing.
The classification error is averaged 10 times by randomly
splitting the training and the testing sets. The results are shown
in Fig. 19. It can be observed that HILL-CMD performs better
than HILL on the new image set, indicating the proposed
algorithm is not over-optimized to the BOSSBase image set.

V. CONCLUSION

In this paper, we present a strategy called CMD (clustering
modification directions), which shows that the steganographic
security may be improved when the modification directions are
more consecutive under the same change rate. The strategy
is implemented in an algorithm where a cover image is
decomposed into several sub-images, and additive distortion
is minimized in each of the sub-images individually. Since
the costs of pixels within each sub-image are dynamically
adjusted, the overall distortion is non-additive. The costs
are updated according to the modification directions of the
sub-images that are already embedded data, and thus the
probabilities of following the same modification directions are
higher.

The proposed steganographic algorithm has three benefits.
First, it exploits mutual embedding impacts to resist
steganalysis. Second, it can utilize practical near-optimal
steganographic codes, such as the STC. Third, it can be

used together with the state-of-the-art schemes with additive
distortion functions, such as HILL, S-UNIWARD, WOW.
Moreover, since the costs are dynamically updated, it will
be more challenging for an adversary to estimate the
selection-channel accurately.

Extensive experiments show that the proposed stegano-
graphic algorithm with the CMD strategy works quite well.
It can help improve the recently proposed additive schemes
and it is very effective in resisting steganalyzers equipped
with high-dimensional features and ensemble classifiers. The
embedding changes introduced by the CMD algorithm is
more like low-frequency noise, which makes it difficult for
current steganalytic features to reveal embedding traces. Future
steganalysis is expected to consider more reliable statistics for
possible detection.
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