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With a Camera Reference Phase Sensor Pattern Noise
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Abstract—Sensor pattern noise (SPN) extracted from digital im-
ages has been proved to be a unique fingerprint of digital cameras.
However, SPN can be contaminated largely in the frequency do-
main by image content and nonunique artefacts of JPEG compres-
sion, on-sensor signal transfer, sensor design, color interpolation.
The source camera identification (CI) performance based on SPN
needs to be improved for small sizes of images and especially in re-
sisting JPEG compression. Because the SPN is modelled as an ad-
ditive white Gaussian noise (AWGN) in its extraction process from
an image, it is reasonable to assume the camera reference SPN to
be a white noise signal in order to remove the interference men-
tioned above. The noise residues (SPN) extracted from the original
images are whitened first, then they are averaged to generate the
camera reference SPN. Motivated by Goljan et al.’s test statistic
peak to correlation energy (PCE), we propose to use correlation
to circular correlation norm (CCN) as the test statistic, which can
lower the false positive rate to be a half of that with PCE. The-
oretical analysis shows that the proposed CI method can remove
the interference and raise the CCN value of a positive sample and
thus achieve greater CI performance, CCN values of the negative
sample class with the proposed method follow the normal distri-
bution (0,1) and the false positive rate can be calculated. Com-
pared with the existing state of the art on seven cameras, 1400
photos totally (200 for each camera), the experimental results show
that the proposed CI method achieves the best receiver operating
characteristic (ROC) performance among all CI methods in all
cases and especially achieves much better resistance to JPEG com-
pression than all of the existing state-of-the-art CI methods.

Index Terms—Camera identification (CI), multimedia forensic,
receiver operating characteristic (ROC), sensor pattern noise
(SPN), white correlation.

I. INTRODUCTION

N OWADAYS as the digital camera is becoming more and
more convenient for photo acquisition, digital images can

be found everywhere in today’s daily life. Meanwhile, digital
images are easy to modify and edit. With an image editing soft-
ware such as Photoshop, a user can change the image content
without leaving any visual witness, which may result in the
problem of image forensics. Typical image forensics includes
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source camera identification, source device linking, integrity
verification, authentication, etc. Image forensics, which only re-
lies on the intrinsic feature of the imaging device or the image
itself, is becomingmore andmore important and drawsmuch at-
tention from this research community in recent years [1]–[19].
This paper mainly discusses the image forensic technology

based on the sensor pattern noise (SPN). Pattern noise [2], [3]
is defined as any noise component that cannot be eliminated by
averaging. Due to the manufacturing imperfection and the dif-
ference of silicon wafers, the output of the pixels on the sensor
may vary from each other even if they are exposed to the same
illumination. Therefore, a kind of pattern noise, PRNU, is in-
troduced to every image taken by the camera. Since it is inde-
pendent of the environment, it is stable and widely exists in all
sensor-based cameras. This is the main component of the SPN
for digital cameras, so SPN sometimes refers to PRNU directly
in some later works.
The camera reference SPN extracted from digital images has

been proved to be a unique fingerprint of digital cameras [3].
Source camera identification (CI) can be formulated as the de-
tection of camera reference SPN under hypotheses. Let

be the camera reference SPN and
be the noise residue extracted from a test image.

Hypothesis is not the correct camera reference SPN
of the noise residue extracted from a test image, i.e., the test
image is not taken by the reference camera. In other words, is
a negative sample for .
Hypothesis is the correct camera reference SPN of the

noise residue extracted from a test image, i.e., the test image
is taken by the reference camera. In other words, is a positive
sample for .
Lukas and Fridrich et al. [3], [5] firstly proposed a popular

method to extract camera reference SPN for source CI. The
noise residue is obtained by denoising an original image
with a wavelet denoising filter [3], then the camera reference

SPN is equal to the average of these noise residues

(1)

where denotes the total number of images used for the ex-
traction of camera reference SPN. The normalized correlation
coefficient measure the similarity of the noise residue (SPN)
extracted from a test image and the camera reference SPN
of camera . If the normalized correlation coefficient is greater
than a predefined threshold, image is considered to be taken by
the camera , that is, is deemed as the source camera of image
. The SPN serves as a bullet-scratch for image source tracking.
The experimental results in [3], [5] show that the proposed CI
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approach is applicable to differentiate two cameras even if they
are of the same brand and model. We call the CI approach in
[3] the basic SPN CI method or “basic SPN” in short form, the
extracted camera reference SPN as basic camera reference SPN
in the rest of this paper.
Chen and Fridrich et al. [8], [10] proposed a maximum like-

lihood method to estimate the PRNU’s multiplicative factor
of camera SPN

(2)

where is the number of images used in the extraction. The di-
vision and multiplication operation between vectors in the equa-
tion are element wise, which is the same in the rest of this paper.
The camera reference SPN for a test image is calculated as

(3)

where denotes the test image. In [8] and [10], the normalized
correlation coefficient is used to measure the similarity between
the image noise residue and the camera ’s reference SPN
. Chen and Fridrich et al. [8] noted that the periodic structure
artefacts of the SPN resulted from color interpolation, on-sensor
signal transfer, sensor design [8], are not unique for one specific
camera and are shared among the cameras of the same brand
or the cameras sharing the same sensor design. They proposed
to perform zero-mean operation [8], [16] to the camera refer-
ence SPN to lessen this effect. They also proposed to perform
Wiener filtering to the Fourier magnitude of SPN to lessen the
JPEG compression artefacts only when there exist artefacts in
the form of visually identifiable patterns. Goljan and Fridrich et
al. [16], [18] proposed to use peak to correlation energy (PCE)
to measure the similarity between and camera reference SPN
in order to suppress the impact of periodic noise contamina-

tion and enhance the CI performance. Their CI method [8], [16],
[18] is called maximum likelihood estimation camera reference
SPN CI method (MLE SPN).
There are some other works dedicated to enhance the SPN

extracted from a test image [9] or to improve the camera ref-
erence SPN extraction [13], [14]. Li [9] demonstrates that the
SPN extracted from a single image can be contaminated by the
image scene details such as texture, periodic structure. Their un-
derlying hypothesis is that the stronger a signal component in a
SPN, the less trustworthy the component should be, and thus
should be attenuated. He proposed five models aiming at at-
tenuating the interference from scene details, each with a user-
chosen threshold parameter. The noise residue extracted from
a test image is preprocessed directly in spatial domain by each
model (equation) before calculating the normalized correlation
coefficient. However, attenuating the interference from scene
details in spatial domainmay also attenuate the useful SPN com-
ponent.
Hu et al. [13] proposed an enhanced method to extract a

camera SPN. They assume that the large component of a camera
SPN is more reliable and thus should be used in correlation de-
tection while the other components should be discarded. The

values of the camera SPN are sorted firstly, then a certain per-
cent, 5% for example, of top values are recorded together with
their location information to form the enhanced camera refer-
ence SPN for future detection usage. The remaining pixels are
set to zero. The SPN extracted from a test image is enhanced
according to the location information of the top values in the
enhanced camera SPN. That is, only the SPN pixel values at the
same location are kept and the rest are discarded. Hu et al. in
[14] further expanded their work from a single color channel
(e.g., green channel) to three color (RGB) channels. Similar to
the work in [13], three large component SPNs for three color
channels are extracted respectively. If the structure of the CFA
used in the camera is known, the exclusive color assignment rule
is considered to get the exclusive large component SPN for each
channel. In other words, only pixel values without interpolation
in the large component SPN are kept. At last, the three exclusive
large component SPNs are combined to generate the camera ref-
erence SPN. However, the CFA structure is usually unknown in
practice. The authors used an approximate approach.When con-
structing the exclusive large component SPN from three large
component SPNs of three colors, for a specific pixel, its value
is kept if it is the largest among the three color channels at the
same location.
Goljan et al. [11] extended their previous work to find the

source camera of an image even if the image is cropped and
scaled down. A two-step search algorithm was used to retrieve
the scale factor. The maximum of the normalized cross-corre-
lation of two signals is used to retrieve the cropping parame-
ters. The experimental results show that the proposed approach
works for images linearly scaling down to 0.5, or cropped by
more than 90%. The fact that SPN can be used as a template for
the retrieval of image geometric transformation parameters is
useful in resynchronization of digital watermark. The approach
can also be used in the scenario where a test image is maliciously
edited to avoid source camera identification [11]. Goljan et al.
[17] also proposed several methods to speed up the search of
camera SPN fingerprint database.
Besides the application of source camera identification, SPN

can also serve as a kind of watermark for image forgery detec-
tion. Chen and Fridrich et al. [8], [10] proposed a method based
on the fact that forgery operations such as object copy-movewill
change or destroy the camera reference SPN in the forgery area.
This is true if the forged object is from another camera or the
spatial location is changed when compared to its source image.
In order to perform forgery detection on a full size image, a full
size camera reference SPN is extracted first. Then, a specific
size of window, say 128 128 pixels, slides in both of the SPN
of the test image and the camera reference SPN with the same
step and direction, performing correlation between the two win-
dows. If the correlation coefficient is smaller than the predefined
threshold which is obtained by performing the Neyman-Pearson
hypothesis testing on the statistic data of the correlation coeffi-
cients, the centre pixel of the window in the test image at the
same position is marked as a forged pixel. When the window
slides over the whole SPN, the forged area will appear in the
test image. At last, some successive operations such as dilating
are used to make the result more accurate. The experimental re-
sults show that this method can reveal forgery operations, such
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as copy-move, object removing within an image or object inser-
tion from another image.
Although there are some works dedicated to improve the per-

formance of source camera identification based on SPN up to
now, no comparison of receiver operating characteristic (ROC)
curve for kinds of source camera identification was given in the
existing works. All of the artefacts mentioned above may result
in a performance drop for source camera identification. To our
best knowledge, the effective method to enhance camera ref-
erence SPN in the frequency domain aiming at removing the
interference from scene details and camera signal processing is
currently lacking. The identification performance needs to be
improved for small sizes of images and especially in resisting
JPEG compression [3], [6]–[9], [17]. In this paper, we propose a
camera reference phase SPN to enhance the ROC performance
of source camera identification. The contamination from the
image details, JPEG compression and camera signal processing
is removed, and the false positive detection triggered by the cor-
relation with any other camera SPN is eliminated, thus negative
data class and positive data class can be separated. Both theoret-
ical analysis and extensive experiments show that the proposed
CI method achieves the best ROC performance among all CI
methods especially in resisting JPEG compression.
The rest of this work is organized as follows. In Section II

we will introduce a camera reference phase SPN and propose
a novel test statistic-correlation over circular correlation norm
(CCN) for CI. Theoretical analysis of our proposed scheme is
given in this section. Section III will show the experimental re-
sults compared with the state-of-the-art works. The conclusion
is made in Section IV.

II. CAMERA REFERENCE SPN EXTRACTION AND DETECTION

A. Camera Reference SPN Extraction

The SPN (noise residue) extracted from a single image can be
contaminated largely in the frequency domain by image detail
from scene and nonunique artefacts of on-sensor signal transfer,
sensor design, and color interpolation. The periodic structures
or texture will result in large Fourier magnitude for some fre-
quency components. Fig. 1 shows that the image SPN (noise
residue extracted from an image) can be contaminated by the
image details, causing some large frequency magnitude coeffi-
cients. Because the SPN (noise residue) is modelled as an ad-
ditive white Gaussian noise (AWGN) in its extraction process
with a wavelet-based denoising filter [20], it is reasonable to as-
sume the camera reference SPN to be a white noise signal with
flat frequency spectrum in order to remove the impact of the
contamination in the frequency domain from the image details
and the camera signal processing mentioned above. The noise
residue extracted from an original image is ,
where denotes the denoised image. Then is whitened
firstly in the frequency domain and has constant Fourier magni-
tude coefficients except that its direct current (dc) Fourier coef-
ficient equals zero. We obtain its phase-only component

(4)

where is the Fourier magnitude of .

Fig. 1. (a) Image taken by a Canon PowerShot A3000 IS. (b) SPN extracted
from (a). (c) Fourier magnitude spectrum of (b). (d) Phase-only component
in spatial domain.

The camera reference SPN is obtained by averaging the
phase-only component and performing inverse DFT

(5)

where denotes the total number of images used in the extrac-
tion, real() means that only the real part is kept because the imag-
inary part is very small and can be ignored. We call in (5) the
camera reference phase SPN or phase SPN in the rest of the
paper. Note that the periodic noise component and linear pat-
tern [18] in is removed and the impacts of the contaminations
in the frequency domain from the image detail and the camera
signal processing mentioned above is removed, thus the nega-
tive sample class and positive sample class can be separated.
In the next section, we will give a theoretical analysis to show
that the reference phase SPN also raises the test statistic of the
positive sample. The more images are used to extract the camera
reference phase SPN, the more obvious is the advantage of the
camera reference phase SPN over the basic camera reference
SPN and the MLE camera reference SPN.
Note that is a white noise signal. Its circular correlation is

a delta function

(6)

The operation is modulo addition in . According to (6),
is only correlated with itself. That is, only at
. For .
According to the assumption made by Fridrich and Goljan

[18, p. 8], the mean of squared normalized correlation between
image noise residue (SPN) and other than correct camera SPN
(hypothesis ) can be estimated by the mean of squared

correlation of image noise residue (SPN) and the correct but
shifted version . It can be formulated as

(7)
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where is a constant. Under hypothesis , according to (7), if

. That is, the SPN is uncorrelated
with any other camera SPN . Although the assumption (7) may
not be perfectly satisfied [18], it provides good insight into the
advantage that the camera reference phase SPN is theoretically
unique in terms of that the false positive detection triggered by
the correlation with any other camera reference SPN is elim-
inated. Note that the number of other cameras can be of thou-
sands and tens of thousands, and the other cameras can be of the
same or different brand with the reference camera, and can be
of the same or different manufactory with the reference camera,
so it is important to avoid this kind of false positive detection in
practice.

B. Camera Reference SPN Detection

The normalized correlation coefficient can be used as the test
statistic [3], [8], [9]. Vectors and are always preprocessed
to have zero mean to avoid the impact of deviation [18], so both
and are two signal vectors in with zero mean. In this

paper, all SPN related vectors are assumed to have zero-mean
without specific claim. The normalized correlation coefficient

between the image noise residue and the camera ’s
reference SPN is defined as

(8)

where matrix multiplication is the norm
of

Under hypothesis and if is independent with , the
distribution of is a Gaussian distribution with zero
mean and variance [18]. With a detection threshold

, the false positive rate with is
where () is the complementary cumulative density

function of a normal random variable (0,1).
Goljan et al. [16], [18] proposed another detection statistic,

peak to correlation energy (PCE), to measure the similarity be-
tween and . The circular shift vector is
where the operation is modulo addition in . The cir-
cular cross-correlation is defined as

(9)

PCE is defined as

(10)

where is a small neighbor area around zero where
is the size of . If

and are contaminated by the similar periodic noise which is
not unique for one specific camera [18], the circular cross-cor-
relation may peak for many values, thus raise the

denominator of PCE and PCE drops, and may avoid triggering
a false positive identification. That is, PCE achieves the advan-
tage of suppressing periodic noise contamination. If either or
is vector or white noise signal, we can prove (please refer

to White Correlation Theorem in the Appendix)

(11)

Although PCE has the advantage of suppressing periodic noise
contamination [16], [18], it also increases the false positive rate
because the square operation to , as shown in (11), turns
a negative correlation to a positive PCE value. With a
detection threshold , the false positive
rate of PCE is according to (11), i.e., the false positive
rate is doubled with detection statistic PCE.
Motivated by their work, we propose to use the correlation

over circular cross-correlation norm (CCN) to suppress the im-
pact of periodic structure noise contamination. The correlation
over circular CCN is defined as

(12)

If is independent with , it can be proved (see the White
Correlation Theorem in the Appendix) that

, where () is the expectation operation
and () is the variance operation. According to the central
limit theorem, follows the normal distribution (0,1).
In Section III, it is demonstrated by the experimental data of
the phase SPN CI method, as shown in Fig. 6. Let be a
predefined threshold of , the false positive rate can be
estimated by

(13)

The false positive rate with is equal to that with detection
statistic , however achieves the same advantage
of suppressing periodic noise contamination as PCE [18]. Our
extensive experiments also show that is better than both
of and PCE.
It can be proved that (see the White Correlation Theorem in

the Appendix)

(14)

As we know, the circular correlation of one image gener-
ally is not less than 0. Both and are extracted from
images, and some linear pattern [18] or JPEG compression
block artefacts exist in and and may
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TABLE I
CAMERAS USED IN EXPERIMENTS, SENSOR TYPE, RESOLUTION AND IMAGE FORMAT

peak for many values, so it is reasonable to consider that
the term . When either
or is a white noise signal, i.e., , for all

or , for all , according to (14),
achieves its minimum value

(15)

and we have

(16)

When is a white noise signal, the phase-only component of
the vector is , we can have , and

(17)

Because , for all , the term

(18)

The term achieves its minimum
value , thus of a positive sample in-
creases. Either or is assumed to be a white noise signal be-
fore calculating the similarity (correlation) measure CCN, we
call this correlation white correlation (mixed correlation CI
method in [12] where the phase-only component of is used for
correlation calculation is one kind of white correlation). From
the above analysis, the white correlation method, such as this
proposed phase SPN CI method and the mixed correlation CI
method in [12], can theoretically minimize the denominator of
detection statistic CCN, thus raise the CCN value of a posi-
tive sample, especially in the case where there exist JPEG com-
pression artefacts and linear pattern contamination in the ex-
tracted SPN. Recall that under hypothesis follows
the normal distribution (0,1). On the other hand, if (or )
is a white noise signal, the artefacts and linear pattern contami-
nation [8] have little effect on discriminating a positive sample
class and a negative sample class because

(17) and (18). That is, the
interference between positive sample class and negative one

is removed. In practice, the CI with camera reference phase
SPN achieves better CI performance than the mixed correla-
tion CI method with white noise signal [12]. The reason is
that the camera reference phase SPN in this manuscript has
the advantages over the basic camera reference SPN [3]. The
proposed camera reference phase SPN extraction method as
shown in (4) and (5) removes the periodic noise component
and other non-white noise contamination in the camera refer-
ence SPN, while averaging the noise residues to obtain the basic
camera reference SPN adopted in [12] does not remove these
contaminations which are not unique for identification of one
specific camera. So we adopt the camera reference phase SPN
CI method in this paper. The reader interested in mixed corre-
lation CI method is referred to our previous work [12].
In brief, the proposed camera reference phase SPNCImethod

(“phase SPN”) is as follows: 1) Select the flat original images
(such as the sky images etc.) to extract the camera reference
phase SPN as shown in (4) and (5); 2) Calculate the detection
statistic between the camera reference SPN and the
noise residue extracted from a test image.

III. EXPERIMENTAL RESULTS

In this section, we will examine the ROC performance of the
proposed source camera identification method. In signal detec-
tion theory, a ROC curve is a graphical plot of the true positive
rate (TPR) versus false positive rate (FPR), for a binary classifier
system as its discrimination threshold is varied. The test image
SPN and the camera reference SPN are extracted from green
channel. Awavelet-based denoising filter [3] is used, where
accepts a parameter—the variance of the white Gaussian noise
that it removes. We set this variance at 25 for an 8-bit image
[3]. We choose the detection statistic CCN to measure
the similarity between and . The size of A is chosen to be
a block of 11 11 pixels. We compare our proposed scheme
with the popular CI method—basic SPN CI method in [3]. The
basic camera reference SPN is obtained by averaging the noise
residues extracted from the original images [3], and the image
noise residue is extracted from a test image and no further
preprocession is applied to before the calculation of detection
statistic .
We also compare the proposed CI scheme with the state-of-

the-art works:MLE SPNCImethod [8], [16], [18] (“MLE SPN”
in short form) and Li’s model-based CI approaches [9]. We
choose two of Li’s model-based approaches, “Model 3” and
“Model 5” [9], because they show better (or equivalent) re-
sults than the other model based approaches in Li’s work. The
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Fig. 2. Overall ROC curves of different CI methods on a test image with size
of 128 128 pixels.

model parameters are chosen the same as that in Li’s work. Here
Models 3 and 5 denote that before being used for detection,
the image noise residue extracted from a test image is prepro-
cessed by model 3 and model 5, respectively, to obtain . The
basic camera reference SPN extraction method is used to obtain
the camera reference SPN . For Fridrich et al. MLE SPN CI
method [8], [16], [18], the noise residue is extracted from a test
image , the camera reference SPN , where the camera
PRNU factor is obtained with maximum-likelihood estima-
tion. Then matrix zero-mean preprocessing [16] is applied to
to subtract its column mean and row mean, then obtain a re-
newed for CCN calculation.
If CCN between the test image SPN and the

camera reference SPN is greater than the varying threshold,
we make a positive decision that the image is taken by the
reference camera, otherwise a negative decision is made. True
positive is the correct positive decision under hypothesis .
False positive is the positive decision under hypothesis .
Table I shows the image format, native resolution (full

size) and imaging sensor property of the cameras used in the
experiments. All photos are in JPEG format with the highest
JPEG quality factor provided by the camera, except in raw data
format for Nikon D40 and Minolta A2. For each camera we
have two subimage datasets which are the test image dataset
and the original image dataset, respectively. The original
image dataset is used for camera reference SPN extraction. The
original images are taken on a sunny day of the blue sky whose
content is flat or near flat. The test images are taken under
a variety of environments, from indoor furniture to outdoor
sight. The test image dataset is used as test images for source
camera identification. Source camera identification experiment
is performed on the image block with different sizes from
128 128 to 1024 1024. The image block is cropped from
the centre of the full size photo.
In order to draw the source camera identification ROC curve,

the camera reference SPN is extracted first using –
original images from the original image dataset for each camera.
Then 200 test images taken by this camera are selected as posi-
tive samples while 1200 test images taken by the other six cam-
eras (200 for each camera) are selected as negative samples.

Fig. 3. Overall ROC curves of different CI methods on a test image with size
of 256 256 pixels.

Fig. 4. Overall ROC curves of different CI methods on a test image with size
of 512 512 pixels.

For each camera we will get 200 positive sample correlation
values and 1200 negative sample correlation values. To obtain
the overall ROC curve, for a given detection threshold, we count
the number of true positive decisions and the number of false
positive decisions for each camera respectively, and then sum
them up to obtain the total number of true positive decisions
and false positive decisions. Then, the total TPR and total FPR
are calculated to draw the overall ROC curve.
Fig. 2 shows the overall ROC curves of five methods on

image of 128 128 pixels cropped from the centre of the 1400
photos in the test image dataset. Figs. 3 and 4 show the results
for image size of 256 256 and 512 512 pixels respectively.
In order to show the detail of the ROC curves with low FPR,
the horizontal axis of the ROC curve is in logarithmic scale.
Table II shows the TPR of the five methods at zero experimental
FPR. The TPR of the “phase SPN” method is 99.9% on an
image with size of 512 512 pixels at zero FPR. The proposed
method raises the TPR from 55.9% (MLESPN) to 65.9% (Phase
SPN) at zero experimental FPR on an image block of 128 128
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TABLE II
TPR OF FIVE METHODS AT ZERO EXPERIMENTAL FPR

Fig. 5. (a) Histograms of the CCN value of the proposed phase SPN method, (b) basic SPN method, (c) MLE SPN method, (d) Model 3 method, and (e) Model
5 method.

pixels. The TPR of the “phase SPN” is always the largest among
the five CI methods no matter what the image size is. The exper-
imental results show that the proposed CI method always out-
performs all of the other CI methods and improves the ROC per-
formance of source camera identification, especially increasing
the TPR in the case of trustworthy identification which is with
a low FPR.
Fig. 5 shows the histogram of the CCN values of the pro-

posed phase SPN CI method, basic SPN CI method, MLE SPN
CI method, Li’s Model 3 and Model 5 CI method, respectively.
The test image size is 1024 1024 pixels. It is observed that
the CCN values of the positive data class and negative data class
with the phase SPN CI method can be separated successfully, as

shown in Fig. 5(a). And there exists a margin between the two
classes, the minimum CCN value of the positive data class is
5.4 (the corresponding image contains a large portion of white
pixels, i.e., saturated pixels), the largest CCN of the negative
data class is 3.9. The average CCN value (47.5) of the posi-
tive data class is much larger than all of the other CI methods.
The average CCN value of the positive data class with the Basic
SPN, MLE SPN, Model 3 and Model 5 method is 15.2, 36.6,
14.4 and 14.0, respectively, and the CCN values of the positive
data class and negative data class cannot be separated for each
of the other five CI methods. This improvement is mainly due
to the proposed camera reference phase SPN. The histogram of
the CCN values of the negative data class for the phase SPN
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Fig. 6. Histogram of the CCN values of the negative data class with phase SPN
CI method fits normal distribution.

Fig. 7. Overall ROC curves of different CI methods on a 512 512 JPEG com-
pressed image with different QF: (a) JPEG_90, (b) JPEG_75, (c) JPEG_50.

CI method fits idea normal distribution very well, as shown in
Fig. 6. In Fig. 6, the red line denotes the idea normal distribution.
It shows that under hypothesis , we can estimate the false
positive rate of the phase SPN CI method using (13) in practice.
When the image is JPEG compressed, the SPN becomes weak.
Fig. 7 shows the overall identification ROC curves on a JPEG
compressed image with size of 512 512 pixels. The results
with size of 1024 1024, 256 256, 128 128 are similar.
The test image SPN is extracted from the JPEG compressed (or

recompressed) test image with quality factor (QF) being 90%
[JPEG_90 in Fig. 7(a)], 75% [JPEG_75 in Fig. 7(b)] and 50%
[JPEG_50 in Fig. 7(c)] respectively. The camera reference SPN
is extracted from the original image dataset for each camera,
which is the same as that in Figs. 2–5. Table III shows the cor-
responding TPR at the zero experimental FPR on a JPEG com-
pressed image with different QF. The experiment result shows
that our proposed phase SPN CI method has much more advan-
tages in resisting JPEG compression than all of the existing state
of the art CI methods. This significant improvement is attributed
mainly to that the white correlation removes the impact of JPEG
artefact contaminations.

IV. CONCLUSION

In this paper, we examine and compare source camera iden-
tification performance from the aspect of ROC curve, and the
main contributions of this paper are as follows.
1) Motivated by Fridrich et al.’s work, we propose a novel
detection statistic CCN which can lower the false positive
rate to be a half of that with PCE. Our extensive CI ex-
periments also show that CCN is better than both of the
normalized correlation coefficient and PCE. Under hypoth-
esis , CCN value of the phase SPN CI method follows
the normal distribution (0,1), the false positive rate with
CCN is given in (13).

2) We introduce a novel camera reference phase SPN as
shown in (4) and (5). The contamination from the image
details, JPEG compression and the camera signal pro-
cessing is removed, and the false positive detection
triggered by the correlation with any other camera refer-
ence SPN is eliminated, the detection statistic of a positive
sample is also raised, thus the negative data class and
positive data class can be separated more exactly.

3) Both theoretical analysis and extensive experiments show
that the proposed CI method achieves the best ROC per-
formance among all CI methods in all cases and especially
achieves much better resistance to JPEG compression than
all of the existing state of the art CI methods.

APPENDIX

Proof of White Correlation Theorem:
White Correlation Theorem: Let
and are two signals in with zero mean. The

normalized correlation between and is

The cross-correlation over circular cross-correlation norm
(CCN) between and is

where is a small neighbor area around zero where
is the size of A.



KANG et al.: ENHANCING SOURCE CAMERA IDENTIFICATION PERFORMANCE 401

TABLE III
TPR OF THE DIFFERENT CI METHODS AT ZERO EXPERIMENTAL FPR WITH DIFFERENT JPEG QF

1) If is independent with
, where () is the expectation operation and () is the
variance operation.

2) Let either or be a white noise signal (or
i.i.d. vector),

.
Proof: , where () is the expectation

operation

1) If is independent with

2) Let be a white noise signal vector, then

Let be an i.i.d. vector, .
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Thus,

The proof is similar to the case of that is a white noise
signal (or i.i.d. vector). So let either or be white noise
signal (or i.i.d vector),

.
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