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Abstract—In this paper, a forensic tool able to discriminate be-
tween original and forged regions in an image captured by a digital
camera is presented. Wemake the assumption that the image is ac-
quired using a Color Filter Array, and that tampering removes the
artifacts due to the demosaicking algorithm. The proposed method
is based on a new feature measuring the presence of demosaicking
artifacts at a local level, and on a new statistical model allowing to
derive the tampering probability of each 2 2 image blockwithout
requiring to know a priori the position of the forged region. Experi-
mental results on different cameras equipped with different demo-
saicking algorithms demonstrate both the validity of the theoretical
model and the effectiveness of our scheme.

Index Terms—CFA artifacts, digital camera demosaicking,
forgery localization, image forensics, tampering probability map.

I. INTRODUCTION

I MAGE forensics is amultidisciplinary science aiming at ac-
quiring important information on the history of digital im-

ages, including the acquisition chain, the coding process, and the
editing operators. The extraction of such data can be exploited
for different purposes, one of the most interesting is the ver-
ification of the trustworthiness of digital data. Image forensic
techniques work on the assumption that digital forgeries, al-
though visually imperceptible, alter the underlying statistics of
an image. These statistical properties can be interpreted as dig-
ital fingerprints characterizing the image life-cycle, during its
acquisition and any successive processing. One of the tasks of
image forensics is then to verify the presence or the absence
of such digital fingerprints, similar to intrinsic watermarks, in
order to uncover traces of tampering.
As a first basic application of the above principle, the

presence/absence of forensic fingerprints can be verified on
the whole image (or a given suspected region, as a sort of
subimage), thus providing information about the authenticity
of the entire image (or the entire region). However, a more
sophisticated result would be a sort of map indicating for
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each image pixel (or small image block) its trustworthiness:
in this case no manual choice of suspected regions would be
necessary. Currently, several fingerprints have been studied for
acquiring information on an image at a global level, but only
few examples of tools that provide a fine-grained localization of
forgery within a digital image have been proposed, in particular
for double JPEG compression artifacts detection [1]–[5]. In
many cases a sufficiently large portion of the image (e.g., a

block, with ) is needed for a reliable statistical
analysis of the chosen feature, so even if the image is processed
block-wise only a coarse grained localization of tampering is
possible.
In this paper, we focus our attention on the fine grained

forgery localization problem, assuming to have no information
on the position of possibly manipulated pixels. Among the
numerous fingerprints considered in image forensic literature
[6], [7], we consider the traces left by the interpolation process.
Image interpolation is the process of estimating values at new
pixel locations by using known values at neighboring locations.
During the image life cycle, there are two main phases in which
interpolation is applied:
• Acquisition processing, to obtain the 3 color channels (red,
green, and blue). The light is filtered by the Color Filter
Array (CFA) before reaching the sensor (CCD or CMOS),
so that for each pixel only one particular color is gathered.
Thus, starting from a single layer containing a mosaic of
red, green, and blue pixels, the missing pixel values for the
three color layers are obtained by applying the interpola-
tion process, also referred to as demosaicking.

• Geometric transformations, to obtain a transformed image.
When scaling (shrinking and zooming), rotation, transla-
tion, shearing, are applied to an image, pixels within the
to-be-transformed image are relocated to a new lattice, and
new intensity values have to be assigned to such positions
by means of interpolation of the known values, also re-
ferred to as resampling operation.

The artifacts left in the image by the interpolation process can
be analyzed to reveal image forgery. Ideally, an image coming
from a digital camera, in the absence of any successive pro-
cessing, will show demosaicking artifacts on every group of
pixels corresponding to a CFA element. On the contrary, demo-
saicking inconsistencies between different parts of the image, as
well as resampling artifacts in all or part of the analyzed image,
will put image integrity in doubt.
Our effort is focused on the study of demosaicking artifacts

at a local level: by means of a local analysis of such traces we
aim at localizing image forgeries whenever the presence of CFA
interpolation is not present. Obviously our approach is based
on the hypothesis that unmodified images coming from a dig-
ital camera are characterized by the presence of CFA demo-
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saicking artifacts. Starting from such an assumption, we pro-
pose a new feature that measures the presence/absence of these
artifacts even at the smallest 2 2 block level, thus providing as
final output a forgery map indicating with fine localization the
probability of the image to be manipulated.
The paper is organized as follows. In Section II, we will pro-

vide a brief overview of previous works considering the finger-
prints left by the CFA and the interpolation process, highlighting
if and how the localization problem is taken into account by the
methods proposed so far. In Section III we will present a sta-
tistical model for describing the presence of CFA, and starting
from it we will propose the new forgery localization algorithm
and describe the overall system in Section IV. In Section V,
firstly the proposed model will be validated through a set of ex-
periments, and secondly the detection capability of the proposed
forgery localization algorithm will be investigated. Some con-
clusions will end the paper in Section VI.

II. RELATED WORK

Previous works considering CFA demosaicking as the to be
analyzed fingerprint can be divided in two main classes, i) al-
gorithms aiming at estimating the parameters of the color inter-
polation algorithm, and ii) algorithms aiming at evaluating the
presence/absence of demosaicking traces. Whereas the second
class focuses on forgery detection (inconsistencies in the CFA
interpolation reveal the presence of forged regions), algorithms
within the first class are mostly intended to classify different
source cameras, though sometimes they can also be used to de-
tect tampering.
As to the first class, Swaminathan et al. in [8] propose a

method for camera identification by the estimation of the CFA
pattern and interpolation kernel; while in [9] the same authors
exploit the inconsistencies among the estimated demosaicking
parameters as proof of tampering. Cao and Kot in [10] aim
at estimating the demosaicking formulas, employing a partial
second-order image derivative correlation model, in order to
classify different demosaicking algorithms. In [11], Bayram et
al. detect and classify traces of demosaicking by jointly ana-
lyzing features coming from two previous works (see [12] and
[13] below), in order to identify the source camera model. In
[14], Fan et al. propose a neural network framework for recog-
nizing the demosaicking algorithms in raw CFA images, and use
it for digital photo authentication.
Regarding the detection of demosaicking traces, Popescu

and Farid propose an approach for detecting the interpola-
tion artifacts left on digital images by resampling [15] and
demosaicking [12] processes. In their approach, the Expec-
tation-Maximization algorithm is applied to estimate the
interpolation kernel parameters, and a probability map is
achieved that for each pixel provides its probability to be corre-
lated to neighboring pixels. The presence of interpolated pixels
results in the periodicity of the map that is clearly visible in
the Fourier domain. Such an analysis can be applied to a given
image region, however a minimum size is needed for assuring
the accuracy of the results: authors tested their algorithms on
256 256 and 512 512 sized areas.
Gallagher in [13] observed that the variance of the second

derivative of an interpolated signal is periodic: he thus looked
for the periodicity in the second derivative of the overall image

by analyzing its Fourier transform. Successively, for detecting
traces of demosaicking, Gallagher and Chen proposed in [16]
to apply Fourier analysis to the image after high pass filtering,
for capturing the presence of periodicity in the variance of in-
terpolated/acquired coefficients. The procedure has been tested
only up to 64 64 image blocks, whereas a variation yielding a
pixel-by-pixel tampering map is based on a 256-point discrete
Fourier transform computed on a sliding window, thus lacking
resolution.
In [17] byDirik andMemon, the sensor noise power of the an-

alyzed image is taken into account: its change across the image
(i.e., its difference value for interpolated and acquired pixels)
is considered for demonstrating the presence of demosaicked
pixels. In the above paper, a block based CFA detection was
also proposed, however the features proposed therein have to
be computed on 96 96 blocks, thus permitting only a coarse
grained localization of tampering.
Demosaicking can also be detected using methods which an-

alyze generic resampling artifacts. In this area, Kirchner in [18],
[19] consider an approach similar to [15], by observing that the
actual prediction weights of the resampling filter are not neces-
sary for revealing periodic artifacts, thus simplifying the anal-
ysis, however experimental results consider only 512 512 im-
ages. Mahdian and Saic in [20] consider the derivatives of the
interpolated image and apply the method to suspected windows
of size at least 64 64, while in [21] they adopt the spectral
correlation function, but only considering 512 512 sized im-
ages. Finally, in [22] Vazquez-Padin et al. demonstrate that the
interpolated image is an almost cyclostationary process, with
a period depending on the resampling factor. However, the au-
thors use image blocks of size 128 128 pixels for the analysis,
which only permits a coarse forgery localization.

III. CFA MODELING

During the CFA interpolation process, the estimation of the
values in the new lattice based on the known values can be lo-
cally approximated as a filtering process through an interpola-
tion kernel periodically applied to the original image to achieve
the resulting image. Thus, the identification of artifacts due to
CFA demosaicking can be seen as a particular case of the de-
tection of interpolation artifacts, that has been deeply studied in
these last years, as exposed in Section II.
In [18], Kirchner demonstrated that for a resampled stationary

and nonconstant signal , with , the variance of the
residue of a linear predictor Var is periodic with a period
equal to the original sampling rate. Hence, if we consider the
signal resampled according to an integer interpolation factor ,
we have Var Var , since the original sampling
period corresponds to samples of the resampled signal.
For the case of CFA demosaicking, if we consider a single

dimension, the general result presented in [18] turns into
Var Var , that is the variance of the predic-
tion error assumes only two possible values, one for the odd
positions and another one for the even positions. In more detail,
considering for example the interpolation of the green color
channel in a particular row of the image, the acquired
signal is

even
odd

(1)
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If we consider a simplified demosaicking model, the resulting
signal , composed by the acquired component and
by the interpolated component, takes values:

even
odd (2)

where represents the interpolation kernel. In the above
model, we assume that each color channel is independently
interpolated using a linear filter and that original sensor samples
are not modified by the interpolation process1. In practice, since
only odd values of contribute to the above summation, we
will restrict our attention to the case for odd. The
prediction error is then defined as , with:

(3)

the predicted signal, and the prediction kernel. Hence:

even

odd

(4)
By assuming to use the same kernel for the interpolation and
the prediction (i.e., ), the prediction error in odd posi-
tions is identically zero, while in the even positions takes values
different from zero. Hence, in such an ideal case, var is
expected to be zero in the positions corresponding to the demo-
saicked signal, and different from zero in the positions corre-
sponding to the acquired signal.
In general, the exact interpolation coefficients may not be

known, however we can assume that for odd. More-
over, we can also assume , which usually
holds for common interpolation kernels. In this case, (4) above
can be rewritten as

even

odd
(5)

By assuming the acquired signal samples to be independent and
identically distributed (i.i.d.) with mean and variance ,
the mean of the prediction error can be evaluated as

even

odd
(6)

whereas the variance of the prediction error is

(7)

1The first assumption is often not verified in practice, however the second one
usually holds since most practical demosaicking algorithms do not change the
value of acquired pixels.

Fig. 1. (a) The Bayer’s filter mosaic; (b) the quincunx lattice for the acquired
green channels and the complementary quincunx lattice for the interpolated
green channels.

for even and

(8)
for odd. According to the above model, the prediction error
has zero mean and variance proportional to the variance of the
acquired signal. However, when the prediction kernel is close to
the interpolation kernel, the variance of prediction error will be
much higher at the positions of the acquired pixels than at the
positions of interpolated pixels.
Leaving the ideal conditions, the acquired signal will be only

locally i.i.d. and its variance only locally stationary: thus has
to be computed on small parts of the signal and consequently
var will assume different values depending on the spe-
cific signal content. Also, additive noise may be present on pixel
values due to rounding and truncation effects. Nevertheless, we
can still expect the variance of to be higher at the positions
of acquired pixels.

IV. PROPOSED ALGORITHM

In order to extend the previous analysis to the bidimensional
case, without loss of generality we will consider as specific CFA
the most frequently used Bayer’s filter mosaic, a 2 2 array
having red and green filters for one row and green and blue
filters for the other (see Fig. 1(a)). Furthermore, wewill consider
only the green channel; since the green channel is upsampled by
a factor 2, for a generic square block we have the same number
of samples (and the same estimation reliability) for both classes
of pixels (either acquired or interpolated).
By focusing on the green channel, the even/odd positions

(i.e., acquired/interpolated samples) of the one-dimensional
case turn into the quincunx lattice for the acquired green
values and the complementary quincunx lattice for the
interpolated green values (see Fig. 1(b)). Similar to the one-di-
mensional case, we assume that in the presence of CFA
interpolation the variance of the prediction error on lattice is
higher than the variance of the prediction error on lattice , and
in both cases it is content dependent. On the contrary, when no
demosaicking has been applied, the variance of the prediction
error assumes similar values on the two lattices. Hence, in order
to detect the presence/absence of demosaicking artifacts, it is
possible to evaluate the imbalance between the variance of the
prediction error in the two different lattices.

A. Proposed Feature

Let us suppose that , with , is an observed
image. The prediction error can be obtained as:

(9)
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where is a bidimensional prediction filter. In the ideal case,
where is the interpolation kernel of

the demosaicking algorithm. In general, we can assume that
, since the in-camera demosaicking algorithm is

usually unknown.
Because of the local stationarity of the residue, the variance

of the prediction error is locally estimated pixel-by-pixel
for each position (demosaicked or acquired) only from a neigh-
borhood of interpolated ( ) or acquired ( ) pixels respectively.
In this work, we assume to know the spatial pattern of the CFA
(for example the Bayer CFA). This hypothesis is not a serious
constraint, because it is reasonable to suppose either to know
the CFA pattern or to estimate it by adopting a proper estima-
tion algorithm [8].
By assuming that the local stationarity of prediction error is

valid in a window, it is possible to define
the local weighted variance of the prediction error as:

(10)

where are suitable weights,
is a local weighted mean of the prediction error and

is a scale factor that makes the estimator
unbiased, i.e., var , for each pixel class.
The weights are obtained as where

if belongs to
the same class of
otherwise

and is a Gaussian window with
standard deviation .
Given a image, we analyze it by considering
nonoverlapping blocks, where is related to the period of

Bayer’s filter mosaic: the smallest period (and block dimension)
is (2, 2), but also multiples can be adopted. The generic block in
position is denoted as with .
Each block is composed by disjoint sets of acquired and interpo-
lated pixels, indicated as and , respectively. We then
define the feature :

(11)

where is the geometric mean of the variance of pre-
diction errors at acquired pixel positions, defined as:

(12)

whereas is similarly defined for the interpolated
pixels.
The proposed feature allows us to evaluate the imbalance

between the local variance of prediction errors when an image is
demosaicked: indeed, in this case the local variance of the pre-
diction error of acquired pixels is higher than that of interpolated

pixels and thus the expected value of is a nonzero posi-
tive amount. On the other hand, if an image is not demosaicked,
this difference between the variance of prediction errors of ac-
quired an interpolated pixels disappears, since the content can
be assumed to present locally the same statistical properties, and
the expected value of is zero. Our inference will be based
on these two key observations.
Let us now suppose that a demosaicked image has been tam-

pered by introducing a new content, and that in order to make
this forgery more realistic, some processing (blurring, shearing,
rotation, compression, etc.) has been likely applied to the added
content, thus destroying the demosaicking traces on the forged
region. The proposed feature will assume inconsistent
values within the tampered image: in some regions (the untam-
pered ones) it will be significantly greater than zero, while in
other regions (the tampered ones) the feature will be close to
zero.We can thus employ these inconsistencies to finely localize
forgeries.
In some respects, the proposed feature is conceptually sim-

ilar to the approach in [16], where the variance is approximated
using the average of absolute values. However, an important dif-
ference is that the technique of [16] requires a Fourier analysis,
thus limiting the resolution of the method when aiming at the
fine-grained localization of CFA artifacts. Moreover, the pro-
posed feature can be described using a very convenient statis-
tical model, described in the following, which allows us to as-
sociate to each block a probability of being manipulated.

B. Feature Modeling

By using a Bayesian approach, for each block it is pos-
sible to derive the probability that CFA artifacts are present/ab-
sent conditioned on the observed values of .
Let and be the hypotheses of presence and absence

of CFA artifacts, respectively. In order to have a simple and
tractable model, we assume that is Gaussian distributed
under both hypotheses and for any possible size of the blocks

. For a fixed , we can characterize our feature using the
following conditional probability density functions:

(13)

with , and

(14)

The above densities hold , i.e., we
assume that the parameters of the two conditional pdfs do not
change over the considered image, such that they can be glob-
ally estimated. If a demosaicked image contains some tampered
regions in which CFA artifacts have been destroyed (as it may
occur in a common splicing operation), both hypotheses and

are present, therefore can be modeled as a mixture
of Gaussian distributions. The first component, with , is
due to regions in which CFA artifacts are present, whereas the
second component, with , is due to tampered regions in
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Fig. 2. The work flow of our algorithm.

which CFA artifacts have been removed2. In order to estimate
simultaneously the parameters of the proposed Gaussian Mix-
ture Model (GMM), we employ the Expectation-Maximization
(EM) algorithm [23]. This is a standard iterative algorithm that
estimates the mean and the variance of the component distribu-
tions by maximizing the expected value of a complete log-like-
lihood function with respect to the distribution parameters. In
our case, the EM algorithm is used to estimate only , , and
, since we assume .

C. Map Generation

The final aim we point at is to achieve a map indicating
for each block its probability to be original/tam-
pered, based on its probability to contain or not CFA artifacts.
Starting from (13) and (14) and assuming a priori probabilities

, we obtain the posterior proba-
bility of being an original block. By exploiting Bayes’ Theorem
and relying on the observed feature for each block,
we achieve:

(15)
which can be expressed as:

(16)

where is the likelihood ratio of defined as:

(17)

Let us note that (16) and (17) have the same statistical infor-
mation. Applying (17) to each block of an image, we obtain a
likelihood map (LM), where each pixel of the map is the likeli-
hood ratio associated to a block.
These maps are usually noisy because they associate a prob-

ability (or a likelihood ratio) value to a single realization of
, which is very noisy itself. In order to denoise these

maps, we can cumulate feature values on larger blocks whose
size is , where with . Assuming blocks
to be conditionally independent given either or , the ac-
cumulated likelihood ratio is obtained as:

(18)

2The above model may not be accurate in the case of copy-move forgeries
exhibiting a nonaligned CFA pattern, since these areas will result in negative
values of . However, this is only a small subset of the possible forgeries
and it does not appears reasonable to complicate the model to cope with this
particular case.

In order to further improve the localization performance, we
note that in a realistic forged image the manipulated areas are
usually connected regions, due to the image semantic content.
These connected regions can be highlighted by applying to the
map a simple low-pass spatial filter, like a mean filter or a me-
dian filter. For better numerical stability, such filters are applied
to the logarithm of the likelihood map.

D. Overall System

In Fig. 2 we show the overall system that, given a suspected
image, produces the corresponding forgery map: each pixel in
the forgery map indicates for each image block its prob-
ability to contain CFA artifacts, so that low values in the output
map correspond to likely forged areas.
As a first step, the green channel is extracted from the image,

and the prediction error is computed. Because in-camera pro-
cessing algorithms are usually unknown, a fixed predictor is
used: the choice of the adopted predictor will be discussed and
validated in Section V. The weighted local variance is then esti-
mated and the feature is obtained for each block.
The GMM parameters are globally estimated exploiting the EM
algorithm and used for the generation of the forgery map. When

the forgery map is generated using the likelihood ra-
tios in (17), whereas for we use the cumulated likeli-
hood map in (18). Optionally, the intermediate log-likelihood
map can be filtered using either a mean filter or a median filter.

V. EXPERIMENTAL RESULTS

The results presented in this section have been obtained on a
dataset consisting of 400 original color images, in TIFF uncom-
pressed format, coming from 4 different cameras (100 images
for each camera): Canon EOS 450D, Nikon D50, Nikon D90,
Nikon D7000. All cameras are equipped with a Bayer CFA, thus
respecting our requirement that authentic images come from a
camera leaving demosaicking traces, but the in-camera demo-
saicking algorithms of such devices are unknown. Each image
was cropped to 512 512 pixels, maintaining the original Bayer
pattern, which is assumed to be known3. We will refer to such a
dataset as the original dataset.

A. Model Validation

The first step was to verify the assumption of Gaussian dis-
tribution on , both in the presence and in the absence of
CFA artifacts. To this end, starting from 100 images selected
from the original dataset, we have created two datasets satis-
fying the (presence of CFA) and (absence of CFA) hy-
potheses. To create the dataset corresponding to , the original
images have been sampled according to the Bayer CFA pattern

3The correct CFA configuration has been verified by inspecting the technical
specifications of the raw image format.
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and then reinterpolated using four possible demosaicking al-
gorithms, namely bilinear, bicubic, gradient-based and median
(see [12] formore details on such interpolation algorithms). This
allowed us to know the interpolation kernel on the whole image,
and then to exactly predict the interpolated values with the four
different predictors (we refer to these cases as ’ideal’). To create
the dataset corresponding to , each color channel of the orig-
inal images has been upsampled by a factor two, blurred with
a 7 7 median filter, and downsampled by a factor two, thus
removing all CFA artifacts. Features are then computed using
again the four predictors as before.
Moving towards realistic conditions, we also computed the

value of under the hypothesis on the original dataset
of 400 TIFF uncompressed images interpolated using their un-
known in-camera demosaicking algorithms, and applying bi-
linear, bicubic, gradient-based and median predictors.
We verified the approximate Gaussian distribution of the

features for all the classes described so far, i.e.,: absence of
CFA, presence of CFA with known interpolation kernel, and
the four sets of cameras with unknown CFA demosaicking
algorithms; for each of these six classes, the features have
been computed with the four different interpolation algorithms
(bilinear, bicubic, gradient-based, median) setting .
The approximately Gaussian behavior of the features has been
verified by fitting them with a generalized Gaussian distribution
(GGD), given by

(19)

where is a location parameter (mean), is a scale parameter,
is a shape parameter, and is a normalization factor so that
integrates to one. The Gaussian distribution is a particular case
of the GGD for . Since our conjecture is that the Gaussian
assumption holds for a single image, but not necessarily over the
whole dataset, the shape parameter has been independently esti-
mated for each image using the Mallat’s method [24]. In Table I
we report the median value of the estimated shape parameters
for the six classes and the four interpolation algorithms. The
values indicate a reasonable fit of the proposed model. Interest-
ingly, the model appears more fitting in the presence of CFA
artifacts, and when the predictor is matched to the actual inter-
polation algorithm.
Furthermore, we plot the mean value of the features in order

to verify how features in hypothesis can be discriminated by
features in hypothesis, both in ideal and in realistic cases. In
Fig. 3, we show the results for the ideal case in absence of CFA
(first row) and presence of known CFA (second row). In Fig. 4,
we show the 16 histograms of the mean values of : along
each row we have histograms referring to the same camera,
from top to bottom, Canon EOS 450D, Nikon D50, Nikon D90,
Nikon D7000. For both the Figures along each column we have
histograms referring to the same predictor, from left to right, bi-
linear (red), bicubic (blue), gradient-based (green), median (vi-
olet).
Globally, the above results confirm that the proposed features

has zero mean under the hypothesis and mean greater than
zero under the hypothesis. The histograms also highlight
that the four predictors have different behaviors. The median
predictor does not seemwell suited to detect CFA artifacts, since

TABLE I
MEDIAN VALUE OF THE GGD SHAPE PARAMETERS ESTIMATED FROM THE

DISTRIBUTION OF THE FEATURE FOR EACH IMAGE, CONSIDERING
DIFFERENT PREDICTORS ON DIFFERENT DATASETS

it produces values of closer to zero than the other pre-
dictors, irrespective of the camera.

B. Detection Performance Validation

In this section, the detection capability of the proposed
forgery localization algorithm is investigated. Firstly, the be-
havior with respect to different predictors is analyzed. Then,
in order to characterize the algorithm performance in different
conditions, a particular predictor is chosen – the bilinear –
and the results are evaluated considering different scenarios,
different forgery sizes, and different choices of algorithm
parameters.
1) Experimental Methodology: The considered scenarios

correspond to nine different datasets derived from the original
dataset: a first group of four datasets include uncompressed im-
ages obtained by applying bilinear, bicubic, gradient-based, and
median demosaicking (as described in the previous section),
representing the ideal case; a second group of five datasets
include uncompressed images obtained using the demosaicking
algorithm of the respective four cameras and JPEG compressed
images obtained from the previous images using four different
quality factors: 100%, 95%, 90% and 85%. The idea underlying
this choice is to verify the performance on sets of images that
completely satisfy the requirements of the proposed model as
well as on more realistic images.
For each dataset, forgery has been simulated by applying to

the central region of the image the procedure for removing CFA
artifacts described in the previous section. As to the size of the
forgery, we considered tampered regions of 128 128, 64 64,
and 32 32 pixels. In the case of JPEG datasets, CFA removal
has been simulated before JPEG compression.
The analysis has been carried out under different resolutions

and filtering of the likelihood map. Concerning the resolution,
in order to permit a fine-grained localization of the tampered
regions, we chose to compute the proposed metric starting
from 2 2 blocks ( ), the smallest possible size to detect
CFA artifacts. Different resolutions, equivalent to 4 4 blocks
and 8 8 blocks, can be obtained in two ways: the first one is
to define our features on larger blocks (e.g., or ).
The second way is to compute the proposed metric on 2 2 or
4 4 blocks, and then to cumulate the posterior probabilities
according to (18) on blocks ( ). Concerning the
filtering of the likelihood map, three cases were considered: no
filtering at all, 5 5 weighted average filtering using a Gaussian
window, and 5 5 bidimensional median filtering. In all cases,
filtering is applied on log likelihood maps to avoid numerical
problems.
As to the EM algorithm, we initialized and to the

mean and variance of the observed features, , and
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Fig. 3. Distribution of the average value of on an image, feature evaluated on 8 8 blocks, in the absence of CFA artifacts (top row) and when the predictor
is the same as the demosaicking algorithm (bottom row), using different predictors: from left to right, bilinear (red), bicubic (blue), gradient-based (green), median
(violet).

Fig. 4. Distribution of the average value of on an image, feature evaluated on 8 8 blocks, with unknown in-camera demosaicking algorithms and using
different predictors: along each row we have histograms referring to the same camera, from top to bottom, Canon EOS 450D, Nikon D50, Nikon D7000, Nikon
D90; along each column we have histograms referring to the same predictor, from left to right, bilinear (red), bicubic (blue), gradient-based (green), median (violet).

. Convergence was assumed if the increase of the like-
lihood function with respect to the previous iteration was less
than or after 500 iterations.
The performance of the proposed algorithm has been mea-

sured by the true positive rate ( ), measuring the fraction of

tampered blocks correctly detected as forgery, and the false pos-
itive rate ( ), measuring the fraction of unchanged blocks er-
roneously detected as forgery. If we assume the amount of
blocks in the untampered region , the amount of blocks
in the forged region , the amount of blocks detected
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Fig. 5. ROC curves considering images from the original dataset with 128 128 tampered regions. Features are computed on 8 8 blocks: (a) ideal case: the
400 original images have been sampled according to the Bayer CFA pattern and then reinterpolated using the four chosen interpolation algorithms; results from
all the 400 images are aggregated for each of the four predictors and the behavior is shown separately; for the sake of readability, we show a zoom of the ROC
curves for and ; AUC values are: bicubic 0.9975, bilinear 0.9845, gradient-based 0.9975, median 0.9954; (b) real case: the 400 original
images coming from the 4 cameras with unknown demosaicking algorithms; results from all the 400 images are aggregated for each of the four predictors and the
behavior is shown separately.

as tampered in region and the amount of blocks de-
tected as tampered in region , we have:

(20)

(21)

The overall performance of the detector is evaluated by plot-
ting its receiver operating characteristic (ROC) curve, obtained
by thresholding the output maps (i.e., the cumulated and filtered
likelihood maps) using a varying threshold value and recording
the corresponding values of and . Finally, the area
under the ROC curve (AUC) is used as a scalar parameter to
describe detector capabilities: an AUC close to one indicates
good detection performance, whereas an AUC close to 0.5 indi-
cates that the detector has no better performance than choosing
at random.
2) Results: In Fig. 5(a), we show the detection performance

on the four ideal datasets, where for each datasets we use a
predictor matched to the demosaicking algorithm, whereas in
Fig. 5(b), we show the detection performance on the dataset
using in-camera demosaicking when different predictors are ap-
plied. For each test a 128 128 tampered region has been con-
sidered. Detection results are averaged over the four different
cameras. As to the resolution of the likelihood map, we have

. The results show that when the predictor matches
the demosaicking algorithm the performance is nearly optimal,
irrespective of the used predictor, whereas in the presence of a
realistic and unknown demosaicking algorithm the best average
performance is obtained using the bilinear predictor. It is worth
noting that in the latter case the performance of the median pre-
dictor is far worse than that of the other predictors, which is in
accordance with the histograms in Fig. 4.
The following results show the detection performance, aver-

aged over the four cameras, when using the bilinear predictor
and different choices of algorithm parameters. In Fig. 6 we re-
port the AUC values obtained using different likelihood map
resolutions without filtering the likelihood map, under six dif-
ferent scenarios and considering different sizes of the tampered
area. In all cases, the best performance is obtained when the

exact interpolation kernel is known (in this case bilinear). Note
also that the ability to localize forged regions sensibly decreases
when the JPEG compression quality is below 95%. This is due to
the low-pass behavior of JPEG compression, which drastically
attenuates high frequency signals, such as the prediction error.
With a quality factor 85%, our algorithm is unable to discrimi-
nate between the presence and the absence of CFA artifacts.
By comparing the different curves, we observe that defining

our features on larger blocks makes our model more robust.
These better performances are obtained at the expense of map
resolution. However, in realistic conditions forgery sizes less
than 8 pixels are unusual. It is also worth noting that computing
the features on 2 2 or 4 4 blocks and cumulating the proba-
bilities on 8 8 block yields slightly worse results than directly
computing the features on 8 8 blocks. Lastly, the performance
of the proposed detector appears similar for different forgery
sizes, even though smaller tampered areas are more difficult to
detect due to the reduced number of tampered blocks which de-
creases the reliability of the GMM estimation.
In Fig. 7, we compare the performance of the proposed

detector using the most favorable combination of parameters,
namely 8 8 resolution without cumulation, with the perfor-
mance of the algorithms proposed by Dirik and Memon in [17]
(DM) and by Gallagher and Chen in [16], namely the block-
wise version (GC-B) and the version based on local statistics
(GC-L). For a fair comparison, the DM and GC-B algorithms
have been applied on 8 8 blocks, whereas the features of
GC-L algorithm have been computed using 7 7 local aver-
aging and 16-point discrete Fourier transform. The proposed
feature clearly outperforms the previous approaches, demon-
strating far better localization capabilities. It is also evident that
the performance of all CFA-based methods degrades similarly
in the presence of JPEG compression when such methods are
used to localize CFA artifacts at a fine-grained resolution.
We also investigated the use offiltering on the likelihoodmap.

In Fig. 8, the AUC values are shown in the absence or presence
of either mean or median filtering, using 8 8-features. The
size of the tampered region is 128 128 pixels. We can see
that filtering improves performances, except in the ideal case,
where the effects of the loss of resolution on the edges of the
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Fig. 6. Effects of the Likelihood Map resolution on the AUC values. We
consider TIFF images with bilinear interpolation (I) and TIFF images with
in-camera demosaicking (II). These latter images are then compressed in
JPEG format with quality at 100% (III), 95% (IV), 90% (V) and 85% (VI).
Different forgery sizes are investigated: (a) 32 32 pixels; (b) 64 64 pixels;
(c) 128 128 pixels.

tampered region is predominant, and that median filtering gives
better results than mean filtering.

C. Examples

In this section, some examples of forgery localization are
shown on realistically tampered images. In all the cases, the cor-
responding forgery maps have been obtained by computing fea-
tures on 8 8 blocks ( ), using the bilinear predictor
and applying median filtering on the log likelihood map.
In Fig. 9 a copy-move forgery on an image acquired with

a Nikon D90 is shown. Both the original image, in Fig. 9(a),

Fig. 7. Comparison between the proposed algorithm and the algorithms by
Dirik and Memon (DM) [17] and by Gallagher and Chen (GC-B and GC-L)
[16]. We consider TIFF images with bilinear interpolation (I) and TIFF images
with in-camera demosaicking (II). These latter images are then compressed in
JPEG format with quality at 100% (III), 95% (IV), 90% (V), and 85% (VI). The
features are computed on 8 8 blocks. Tampered region is 128 128 pixels.

Fig. 8. Effects of Likelihood Map filtering on the AUC values. We consider
TIFF images with bilinear interpolation (I) and TIFF images with in-camera
demosaicking (II). These latter images are then compressed in JPEG format
with quality at 100% (III), 95% (IV), 90% (V), and 85% (VI). The features are
computed on 8 8 blocks. Tampered region is 128 128 pixels.

and the tampered copy, in Fig. 9(b), are saved in TIFF uncom-
pressed format. The flower in the upper-left corner has been
pasted disaligning the CFA pattern, whereas the flower in the
upper right corner has been pasted maintaining the same CFA
pattern. In Fig. 9(c)-(f) we show the forgery maps obtained
with the proposed algorithm and the DM, GC-B, and GC-L al-
gorithms, respectively. Even if the case of copy-move forgery
does not perfectly fit the proposed model, since in the case of
misaligned CFA artifacts the expected value of is less than
zero, the proposed algorithm correctly localizes the flower in
the upper-left corner, whereas it is not able to localize the flower
in the upper-right corner. This is not surprising, since the pro-
posed method gives higher likelihood values for positive values
of the feature and reveals local inconsistencies of the CFA ar-
tifacts even when . As to the other algorithms, only the
GC-B is able to localize the upper-left flower. Moreover, some
false alarms are present in the case of saturated white regions,
in which CFA artifacts are not detectable.
Very often, to make the forgery more convincing some image

processing operations, like smoothing, filtering, stretching, ro-
tating, etc., are applied. These operations, removing CFA ar-
tifacts from the tampered regions, make easier the forgery lo-
calization. In Fig. 10, we show an example where a tampering
is done by splicing a geometrically transformed image onto an
image taken by a Nikon D90 camera. In Fig. 10(c)-(n) we show
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Fig. 9. Example of a copy-move forgery in an image with CFA artifacts. The resulting image is saved in TIFF format: (a) original image acquired by the Nikon
D90 camera; (b) tampered image; (c) forgery maps obtained with the proposed, (d) DM, (e) GC-B, and (f) GC-L algorithms. Bright areas indicate high probability
of presence of CFA artifacts (unchanged blocks), whereas dark areas indicate low probability of presence of CFA artifacts (tampered blocks).

forgery maps obtained with different algorithms, from top to
bottom, the proposed algorithm, DM, GC-B, and GC-L algo-
rithms, assuming that the tampered image was saved in JPEG
format with quality, from left to right, 100%, 95%, and 90%.
As can be seen, the forged region can be correctly detected in
high quality images, but false alarms increase abruptly when
the quality of JPEG compression decreases, because lossy com-
pression tends to delete CFA artifacts. On this example, DM
algorithm appears less effective than the other algorithms.
The inspection of the forgery maps in Figs. 9–10 suggests that

the proposed method is less effective in the presence of either
almost flat areas or sharp edges. In the first case, the prediction
error is almost zero irrespective of the presence of CFA arti-
facts, so that this appears as an intrinsic limit of the method. In
the second case, this can be ascribed to the signal adaptive and
possibly nonlinear behavior of realistic in-camera demosaicking
algorithms. At least in theory, such effects could be eliminated
by using some prior knowledge regarding in-camera CFA in-
terpolation, which should yield results very close to the ideal
behavior shown in Fig. 5. An alternative approach could be that
of reverse engineering the CFA interpolation algorithm, for ex-
ample using methods such as in [8] to take into account a signal
adaptive behavior. However, in the presence of heavily manipu-
lated images this approach is likely to produce a biased estimate
and must be handled with care.

VI. CONCLUSION

In this work, a forensic algorithm to localize forged regions
in a digital image without any a priori knowledge about the lo-
cation of the possibly tampered areas has been presented. Con-
sidering the CFA demosaicking artifacts as a digital fingerprint,

we proposed a new feature measuring the presence of demo-
saicking artifacts even at the smallest 2 2 block level; by in-
terpreting the local absence of CFA artifacts as an evidence of
tampering, the proposed scheme provides as output a forgery
map indicating the probability of each block to be trustworthy.
The validity of the proposed system has been demonstrated

by computing the ROC curve of a forgery detector based on
thresholding the probability map, considering different sce-
narios and different algorithm parameters, and comparing the
performance with the approaches in [17] and [16]. The results
show that by a proper parameter configuration CFA artifacts
are usually reliably localized even at 8 8 block resolution.
Results are also confirmed by tests carried out on realistic
forgeries.
The fine-grained localization of tampered regions using CFA

artifacts is the main contribution of this work, since in pre-
vious approaches either the area to be investigated has to be
manually selected, or automatic block processing obtains poor
detection performance when forced to reveal CFA artifacts at
a fine-grained scale. The results show that the proposed algo-
rithm can be a valid tool for detecting and localizing forgeries
in images acquired by a digital camera. However, it should be
remarked that the detection performance is strongly affected
by JPEG compression, limiting the applicability to scenarios
in which the image under test is either uncompressed or com-
pressed with high quality factors. Moreover, the present method
may not be directly applicable to cameras using a super CCD
[25].
Test on realistically tampered images demonstrate that, due

to the presence of uniform or very sharp regions, automatic de-
tection may give a remarkable false positive rate. Therefore, in
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Fig. 10. Example of a forgery in which a processed content (statue) is pasted on an image with CFA artifacts: (a) original image; (b) tampered image; (c)-(n) forgery
maps obtained after saving in JPEG format with quality, from left to right, 100%, 95%, and 90%: (c)-(e) proposed algorithm; (f)-(h) DM algorithm; (i)-(k) GC-B
algorithm; (l)-(n) GC-L algorithm.

order to limit the incidence of false positives human interpre-
tation of the forgery maps is still required. Future work will be
then devoted to the study of segmentation algorithms that, by
taking into account the local content characteristics, allow to
produce a final map with reduced false positives.
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